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4 bytes from 1@. B.2.12: icmp_seg=% iil=Z33 time=1l1l ms
54 bytes from 18.8.2.12: lm_w ttl =255 tm=14 m=

54 bytes from 18.8.2.12: :
- 54 bytes from 18.8.2.12: icmy
54 bytes from 18.8.2.12: i
54 bytes from 18.8.2.12: i

o <
;

----18.8.2.12 PING Statistics----
: - 15 packets tmw 15 packets received, @8 packst loss
g oy
L F 8 * ping 1&.5.2.
 PING 18.0.2.2: (10.8.2.2): 56 data bytes
- g
----18.8.2.2 PING Statistics----

A 24 Fﬂtetﬁ transmitted, @ packets received, 1888 packet loss
| rou

3 “‘4‘3 usage: route [ -nqCvf ] eomd [[ -<qualifers> ] args ]

% route show - i
usage: route [ -ngCvf | comd [[ -<qualifers> ] args ] L i T
3821-274 (botched keyword: show) iy
* route add 18.8.2.2 1 - :
9821-273 writing to routing socket: Cannot reach the destination network. :

1 host 18.8.2.2: m 1: 8821-285 ioctl returns 70
- Cannot reach the de 1 :

i- #® route aqdd default 1




Importancia da coleta de artefatos em sistemas ativos

 Artefatos volateis
* Processos ativos
« Conexoes de rede
» Arquivos abertos
» Sistemas de arquivos volateis
* Volumes (criptografados) montados

* Dump de memoaria RAM (quando possivel)
* Metadados de arquivos e diretorios

 Nem sempre € possivel fazer copia dos dispositivos de
armazenamento

* 99% vs 1%



Importancia da automatizacao

* Tenho acesso ao sistema, e agora?

« Padronizacao

* Ferramentas de linha de comando sao solidas e confiaveis
* Tem valor probatorio se usado corretamente

* Porque somos preguicosos :)



Entao € sO escrever um script que
executa varios comandos € joga a saida
para arquivos texto?



Desafios da automatizacao

* shells possuem funcionalidades similares, mas diferentes!
* sh (Bourne shell)

* ksh (Korn shell)

« bash (Bourne again shell)
* zsh (Z-shell)

Linux debian-1l-amdéd 4.19.8-17-amd64 #1 SMP Debian 4.19.194-3 (2821-87-18) x86_ 64 GNU/Linux

! % uname -a

1% 1s —-la /bin/sh

Lrwxrwxrwx 1 root root 4 Aug 31 B6:47 —=

1% sh

$ if ! 1s /12345; then echo "fail"; else echo "pass"; fi

1s:
fail

$ []

cannot access

'/12345': No such file or directory

$ uname -a

Sun0S solaris-18-i386 5.10 Generic_147148-26 i86pc 1386 iB6pcC
% echo $%$SHELL

/bin/sh

$ if ! 1s /12345; then echo "fail"; else echo "pass"; fi

It not found

pass

$ ]




Desafios da automatizacao

* Nem todos os SOs possuem as mesmas ferramentas

 Ferramentas GNU

1 rw rwx rwx 1 16606

* BusyBox

1% find —help

linux—embedded [~]$ 1s -1 fusr/bin/find

default 17 Jan 1 26686 -

linux—-embedded [~]$ find ——help

Usage: find [-H] [-L] [-P] [-Olevell [-D debugop{BuUsyBox v1.00 (2008.04.24-06:54+0000) multi-call binary

default path is the current directory; default ejUsage: find [PATH...]

expression may consist of: operators, options, td

operators (decreasing precedence; —-and is implic:SEarch for files in a directory hierarchy.
the current directory; default EXPRESSION is

( EXPR ) I EXPR —-not EXPR EXPR1 —a E3
EXPR1 -o EXPR2 EXPR1 -or EXPR2 EXPR1 ,
positional options (always true): -daystart -fol]

normal options (always true, specified before ot} —follow
—depth —help —maxdepth LEVELS -mindepth L§ —name PATTERN
—version —xdev —-ignore_readdir_race -noigi —print
tests (N can be +N or -N or N): —amin N —-anewer H
—cnewer FILE —ctime N -empty —false —Tstypd
—ilname PATTERN —iname PATTERN —inum N —iwh SEEE
—links N —lname PATTERN —mmin N —-mtime N —i —perm PERMS
-nouser -nogroup —path PATTERN -perm [—/1M(
-readable -writable -executable -mtime TIME

—-wholename PATTERN -size M[bcwkMG] —-true -1
-used N -user NAME -xtype [bedpfls] —q

linux—embedded [~
actions: —-delete —print® —printf FORMAT —fprintf [~1$ []

[EXPRESSION]

The default PATH is
'—print"’

EXPRESSION may consist of:

Dereference symbolic links.
File name (leading directories remowved) matches PATTERN.
Print (default and assumed).

Filetype matches X (where X is one of: f,d,1,b,c,...)
Permissions match any of (+NNN); all of (-NNN);

or exactly (NNN)

Modified time is greater than (+N);
or exactly (N) days

less than (-N);

—fprint® FILE —fprint FILE -1s —fls FILE —prune —quit
-exec COMMAND ; -exec COMMAND {1} + —-ok COMMAND ;
—execdir COMMAND ; -execdir COMMAND {} + —-okdir COMMAND ;



Desafios da automatizacao

root@apache-server:~# netstat -lpeanut
-bash: netstat: command not found

root@apache-server:~# |

root@pl375—pvml: /proc/4260098/0bject # mdS5sum a.out

ksh: md5sum: not found
root@p1375-pvml: /proc/4260098/object # []




Desafios da automatizacao

 Nem sempre ferramentas possuem as mesmas funcionalidades

% find —--version

find (GNU findutils) 4.6.0.225-2357f

Copyright (C) 2819 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <https://gnu.org/licenses/gpl.html=.
This is free software: you are free to change and redistribute it.

There i1s NO WARRANTY, to the extent permitted by law.

Written by Eric B. Decker, James Youngman, and Kevin Dalley.

Features enabled:

$ find / -maxdepth 2 -type T

/proc/fhb
/proc/dma
/proc/keys
/proc/kmsg
/proc/misc
/proc/mtrr

D_TYPE O_NOFOLLOW(enabled) LEAF_OPTIMISATION FTS(FTS_CWDFD) CBO(level=2)

cecuser@pl375-pvml:/ $ uname -s
AIX
cecuser@pl375-pvml:/ $ find —version

Usage: find [-H | -L] path-list [predicate-list]
cecuser@pl375-pvml:/ $ find / -maxdepth 2 -type T
find: bad option -maxdepth

cecuser@pl37s5-pvml:/ $




Filesystem Hierarchy Standard (FHS)

fbin

bash
cat
chmod
cp
date
echo
grep
gunzip
gzip
hostname
kill
less
In

Is
mkdir
more
mount
my
nano
open
ping
ps
pwd
rm

sh

su

tar
touch
umount

crontab
cups

fonts

fstab
host.conf
hostname
hosts
hosts.allow
hosts.deny
init

init.d

issue
machine-id
mtab
mtools.conf
nanorc
networks
passwd
profile
protocols
resolv.conf
rpc
securetty
services
shells
timezone

fdisk
fsck
getty
halt
ifconfig
init
mkfs
mkswap
reboot
route

fusribin
fusrfinclude

fusrflib

fusrflocal

lusrflocal/bin
lusrflocalflib
lusrflocal/iman
lusrflocalishin
lusrflocal/share

fusrishare

lusrisharef/man

var/cache

Mvarflib

varfllock

fvarflog

Ivarfopt

Ivarispool

Ivar/spoolicron
fvar/spoolicups
Ivar/spooalimall

fvarftmp




$HOME

$ uname -a

Sun0S solaris-10-i386 5.10 Generic_147148-26 i86pc 1386 1i86pc
$ 1ls /home

$ 1ls /export/home

oracle tclahr

Y |

tclahr@tclahrs—iPro ~ % uname -a

Darwin tclahrs—iPro 19.6.8 Darwin Kernel Version 19.6.8: Thu O0ct 29 22:56:45 PDT 2828; root:xnu-6153.141.2.2~1/RELEASE_X86_64 x86_64
tclahr@tclahrs—-iPro ~ % 1s /home

tclahr@tclahrs—iPro ~ % 1s /Users

Shared tclahr

tclahr@tclahrs—iPro ~ % I

heroltexx:/ $ uname -a

Linux localhost 3.18.140-glbeea6a776c7 #1 SMP PREEMPT Sun Sep 5 13:11:29 PDT 2021 aarché64
heroltexx:/ $ getprop ro.build.version.release

11

heroltexx:/ $ ls /home

ls: fhome: No such file or directory

1|heroltexx:/ $ ||




[root

[root@redhat-6-5 ~]# uname -a

Linux redhat-6-5 2.6.32-431.el6.x86 64 #1 SMP Sun MNov 186 22:19:54 EST 2813 x86 64 x86 64 x86 64 GNU/LiInux
[root@redhat-6-5 ~]# 1ls /root

anaconda-ks.cfg install.log install.log.syslog

[root@redhat-6-5 ~]1# [

root@freebsd-12-amd64:~ # uname -a

FreeBSD freebsd-12-amd64 12.0-RELEASE FreeBSD 12.8-RELEASE r341666 GENERIC amdo64
root@freebsd-12-amd64:~ # 1s /root

.cshrc .history .k51login . Llogin .profile
root@freebsd-12-amd6d:~ # [

tclahr@tclahrs—iPro ~ % uname -a

Darwin tclahrs—iPro 19.6.0 Darwin Kernel Version 19.6.8: Thu 0ct 29 22:56:45 PDT 2820; root:xnu—-6153.141.2.2~1/RELEASE_X86 64 xB86_64
tclahr@tclahrs—iPro ~ % 1s /root

ls: /root: No such file or directory

tclahr@tclahrs-iPro ~ % |

root@pl375—-pvml:/ # uname -a

AIX pl375-pvml 2 7 0OF9@59E4C00
root@pl375-pvml:/ # 1ls /root

/root not found

root@pl375-pvml:/ # grep “root /etc/passwd
root:!:@:@::/:/usr/bin/ksh
root@pl375-pvml:/ # D




procfs

root@openwrt-17-amd64:~# uname -a

Linux openwrt-17-amd64 4.4.182 #© SMP Tue Jun 18 18:45:43 2019 x86_64 GNU/Linux

root@openwrt-17-amdé4:~# 1s /proc
cpuinfo kmsg stat
crypto IGELE swaps
devices meminfo
diskstats misc sysrg-trigger
dma modules
b uptime
filesystems mtrr version

vmstat

interrupts partitions
1lOmem

tclahr@tclahrs—iPro ~ % uname -a

Darwin tclahrs—iPro 19.6.8 Darwin Kernel Version 19.6.8: Thu Oct 29 22:56:45 PDT 2028; root:xnu-6153.141.2.2~1/RELEASE_XB6 64 xB86 64
tclahr@tclahrs—iPro ~ % 1s /proc

nefls: /proc: No such file or directory

Ine{tclahr@tclahrs-iPro ~ % [

nethsd-7-amaod s L5 /proc
4} 1817 184 478 567 655 731 869 9p9 996 curproc loadavg mounts stat version

1 1836 282 498 643 671 764 894 974 cpuinfo devices meminfo self uptime
netbsd-7-amd64$ [

openbsd-6-5-amd64% uname -a

OpenBSD openbsd-6-5-amd64 6.5 GENERIC#3 amd64
openbsd-6-5-amd64% 15 /proc

ls: /proc: No such file or directory
openbsd-6-5-amd64% [




# Is -la /proc/PID

root@pl375-pvml:/proc/4260098 # 1s -la

total 16

dr-xr-xr-x 1
dr-xr-xr-x 1
=T 1
= e 1
N e 1
lr=)X=———— 6
O F=X—— 1
dr=xr=xr-=x .|
N 1
e e 1
dr-x———— 1
= [P 1
ir-x————— 20
- — 1
B 11
e M e 1

root@pl375—-pvml: /proc/4260098 # [

cecuser
root

cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser
cecuser

cecuser
system

cecuser
cecuser
cecuser
cecuser
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cecuser
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cecuser
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cecuser
cecuser
cecuser
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15:30
15:29
15:30
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as
cred

ctl

cwd => /tmp/
fd

lwp

map

mmap

object
psinfo

root —= /
sigact
status
sysent

total ©
dr-xr-xr-x
dr-xr-xr-x

“F==F--r--
dr-xr-xr-x
-W-r--r--
-r ........
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R P -
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LrwxXrwx rwx

dr-x------
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“rwW-r--r--
Ll
-r--r--r--
-rw-r--r--
dr-x------
-r--r--r--
_rw _______
-r--r--r--
-r--r--r--
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dr-x--x--x
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“TW-r--r--
“r--r--r--
“TW-r--r--
Y R ——
Y -
Y
“TW-T--T--

LrwXrwx rwx

el el e e e B L L e B e e e N e R e e i N N B e I e A e I e B = S Sl = I S A S = = S Te

tclahr
root

tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
tclahr
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tclahr
root

tclahr
tclahr
tclahr
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arch_status

autogroup
auxv
cgroup
clear refs
cmdline
comm
coredump_filter
cpu_resctrl_groups
cpuset

=/ tmp
environ

-

gid map
io
limits
loginuid

maps
mem
mountinfo
mounts
mountstats

numa_maps
oom adj
oom_score
oom_score_adj
pagemap
patch state
personality
projid map

L ->




Entao € sO escrever um script que
executa varios comandos € joga a saida
para arquivos texto?



UAC (Unix-like Artifacts Collector)

* Ferramenta para coleta automatizada de artefatos em sistemas ativos
 Utiliza comandos/ferramentas built-in do sistema operacional

« Coleta de artefatos € baseada em arquivos YAML

* Respeita a ordem de volatilidade dos dados

* Nao necessita instalacao

« Suporta 9 diferentes sistemas operacionais
» android, aix, freebsd, linux, macos, netbsd, netscaler, openbsd e solaris

» Escrita em shell script
 perl
e C

* Open Source
« Download: github.com/tclahr/uac



Alguns dos artefatos coletados pelo UAC

Informacgdes sobre processos ativos
» Processos onde o binario tenha sido excluido
» Calculo do hash
« Extracao das strings
» Informacgdes do procfs

« Conexo0es de rede

« Servicos ativos

 Informacgdes sobre discos, volumes e sistemas de arquivos

» Pacotes instalados

* Informacgdes sobre o hardware

« Containers e VMs

« Criacao do bodyfile (wiki.sleuthkit.org/index.php?titte=Body file)

« Hash dos executaveis

« Coleta de logs, arquivos de configuracdes, historico de comandos...
 Dump de memoria RAM em sistemas Linux x86 64



Por tras das cortinas

" COLETORES
Verifica ferramentas
: .. > Coleta artefatos
i -
Carrega as Cria arquivo de -
configuracdes ;
saida
Cria lista de Cria arquivo de lo -
artefatos baseado 9 , 9
) de saida
10 proTle -




Demonstracao



Obrigado!

Thiago Canozzo Lahr

linkedin.com/in/tclahr 3

@tclahr £
github.com/tclahr/uac



