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Welcome to LibreNMS, a fully featured network monitoring
system that provides a wealth of features and device support.

i
Introdugao

Automatic discovery

FDP, LLDP, OSPF, BGP, SNMP and ARP.

Billing system

Generate bandwidth bills for ports on your network
based on usage or transfer.

iPhone App

Native iPhone App is available which provides core

GTER 53 - LibreNMS

functionality.

Automatically discover your entire network using CDP,

FEATURES

Customisable alerting

Highly flexible alerting system, notify via email, irc,
slack and more.

Automatic Updates

Stay upto date automatically with bug fixes, new
features and more.

Android App

Native Android App is available which provides core

functionality.

WHAT CAN IT DO?

API Access

A full API to manage, graph and retrieve data from

your install

Distributed Polling

Horizontal scaling to grow with your network.

DOWNLOADS

READY TO INSTALL LIBRENMS FOR YOUR NETWORK?

LibreNMS Documentation

« LibreNMS Docs
o LibreNMS Installation Guides
« GitHub LibreNMS

TRY

Centos / Ubuntu

« Support for both Apache and Nginx Web Servers
« Installation Guide

Virtual Machines

« LibreNMS Virtual Machines: Documentation OPEN DEMO

« LibreNMS: OVA Images
Docker Images

« Docker image documentation located on: GitHub LibreN}§
« LibreNMS on: dockerhub
* LibreNMS on: QUAY

More. Integration support for Multiple authentication methods:
« Extensive device support * NfSen * MySQL
« Mobile friendly Web Ul « collectd « HTTP
« Unix Agent « SmokePing « LDAP
* RANCID * Radius
* Oxidized * Active Directory
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Introdugao

£ LibreNMS

Top
More
Categories

W Announcem

LibreNMS

https://community.librenms.org/ Em S

categories » || tags » ategories

Latest Top

Announcements Welcome to the LibreNMS
Community

Enable https and disable http or
d redirect to https
He

Help

Please feel

Following

ask for help here.

o

LibreNMS

Plugins

Community-k Network Monitoring Software

Discussions about third

plugi
and others

leathermap, Vlan_Search

LibreNMS Docs

Feature Requests

Feel free to cre

LibreNMS Docs

Device Requests
General

Add Device Request

Projects Features

A place to discuss on going proje Changelog

& Installing

Welcome to Observium users

3rd Party Libraries

Solutions v Resources v Op

) Froduct
& libi
Code @ Issues 145

1 Pull requ

® 150

Installation
Setup

3rd Party Integration

@ LibreNMS 4 general  LibreNM: N

Alerting
API & Chanr

ERROR: Error installing rugge
ERROR: Failed to build

en Source v Enterprise v Pricing -0/ext/rugged

Getting help

o announcer

Contributing + Developing oo

Miscellaneous

8 Projects 1 © Security 26 I ole-requ

file for more detail:

# general configuration optio

with-opt-dir

o )3 Close without-opt-dir
th-opt-include

Application polling fails because of snmpget getting an err

LibreNMS - Ciena software version detection

Inval

row 1

Line Messaging Api issues

https://github c;aomllbrenmslloi‘)ré'nms ssue

id datetime format: 1366 Incorrect string value: "\\xE9seau ...' for column ibrenms . eventlog . message at H community ) . .
y=/usr /bin/$(RUBY_BASE_NAME)3.2
# newsfeed with-shaide

# development tem-1ib;

conf.rb:101:in “block in : undefined method odError)

# donations
Dir.mkdir("build") if IDir. build")
re tho create graphics on the Appli E

DOS/recursive loop with faulty/0 table index

Netg

ound here:
jear M4250 Does not show CPU Usage (User#ending,
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Installation
Installing LibreNMS
Other Methods

Choosing a release

Updating

First steps

Adding a device

Grouping Devices

Submitting stats
Migrating from Observium

Setup

3rd Party Integration
Integrations
Check_MK Setup

Gateone

Graylog

Nagios Plugins
NFSen
Oxidized
PeeringDB

Proxmox

Installation

Setup

Applications
Billing Module
Dashboards

Interface Description Pa

Network Maps

Alerting
Introduction

Setup

Creating Transports

AsaEatly Map Contributing + Developing

Dependency Map

Network Map
Custom Map

Contributing

Support for a new 0S

Intro

World Map

Initial Detection

VisJS Config

Syslog

Mem/CPU Information

Test Units

Advanced Setup

Health Information

Storing Metrics

Intro

Wireless Sensors

Custom Graphs

Graphite
InfluxDB
InfluxDBv2

SNMP Traps

Settings

Sensor State Support

OpenTSDB

Dynamic Config

Syslog
Advanced Setup

1 Minute Polling

Authentication Options

Auto-discovery Setup
Bare Dashboard
Cleanup Options
Configuration Docs

Customizing the Web Ul

Dispatcher Service (RC)

Environment Variables

Fast Ping Checking

Galera Database Cluster
IRC Bot Extensions
IRC Bot
Oauth/SAML support
RRDTune
Scaling LibreNMS

SNMP Proxy

Contexto

Configuragao

Uso

Integracgao
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Introdugao

Primeiro acesso

Dashboards GTERS3 v | @

Click on the Edit Dashboard button
(next to the list of dashboards) to
add widgets

Remember: You can only move & resize
widgets when you're in Edit Mode.
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02

Introdugao

Dashboards GTERS3 -

Placeholder

Click on the Edit Dashboard button
(next to the list of dashboards) to
add widgets

Remember: You can only move & resize
widgets when you're in Edit Mode.

23 Routing

o Alerts

*LibreNMS  fre

@ Ports ¥ Health 5> Wireless

= Apps

.\’: Routing

o Alerts

Dashboards GTERS3 v

Placeholder

Click on the Edit Dashboard button
(next to the list of dashboards) to
add widgets

Remember: You can only move & resize
widgets when you're in Edit Mode.
NMS A Overview =3 Devices | | BYELS
GTERS3 - 2 ""

P older

Click on the Edit Dashboard button (next

to the list of dashboards) to add widgets

Remember: You can only r
you're in Edit Mode

°o Services

@ Ports ® Health = Wireless

= Apps

23 Routing

Alerts

2 librenms. o ]
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02

Introdugao

03

Contexto

Visao sobre monitoramento

Necessidade

- Coletar / Receber dados

- SNMP Syslog, Telemetria/Stream
Transformar Dados -> Informacgao

- Classificar a informacgao / Dar significado / Status
Alertar / Alarmar / Notificar

- Mensagens ( Telegram, WhatsApp, SMS)
Manter historico
Apresentar

- Dados

- Informacgao

- Historico

mmmmm
OOOOO

Configuragao

Uso

Integracgao

Alarmes

FIM
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A situacao

=
o

Problema Objetivo
- Varios ISPs - Monitoramento unificado
- Zabbixes, Dudes, Centreon - Auto descoberta darede
- Resisténcia @ mudanca - Facilidade de uso
., & ¢ - Visibilidade parcial - Mensagens regionalizadas
£ “E £ - Pouca documentacao - Facilidade de instalacao
= - Configuragoes variadas - Backups unificado
- IP duplicados - Padrdes unificados
- Auséncias de padrdes - Novas visualizagoes
- Nomes - Gestao de ciclo de vida
- Descrigoes - (Gestao de acesso

- Sistemas

GTER 53 - LibreNMS
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Introdugao

03

Contexto

<
o
C I d
RRD Storage
8.2GHz | 10GB | 1.42TB disk
=]
uS
&
)
= i
=)} DB Server Redis Server
=
g ooz 310ME
(&)

h

26.9GHz | 3.1GB

“ i

26.7GHz | 3.6GB 25.4GHz | 3.4GB

Discovery

2.8GHz| 1.3GB

ttps://docs.librenms.org/Extensions/Distributed-Poller/#esxi

- &
oes

D. 4

by

B

Poller / Discovery

.

lApacheZ | Apache2 |
Ul PHP AR PHP
) Xcache | ) Xcache |

MySQL NFS

DB Server RRD Storage | ’
RRDCached
t 4 ‘ Memcached |

Recursive
DNS

Poller

23.8GHz | 3.7GB

Devices pinned to specific poller group

Recursive Recursive
NS Poller BNS

Poller

Devices pinned to specific
poller group

Poller

Recursive
DNS
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02

Introdugao

03

Contexto

04

Configuragao

Arquitetura escolhida

( Coletores ) Unico X Distribuido

( Backend ) Centralizado X Distribuidos
MariaDB / Redis / Memcached / "HTTP"

( Frequéncia ) Tmin X 5min + "Fast Ping"

( RRDs ) RRDCached X NFS ( ou outra alternativa )

(Logs ) Syslog-NG X Graylog

( Servigos ) Agent X SNMP Extended

( DNS ) Externo X Cache Local

( Funcao x Coletor ) Seletivo* X Todas

( Configuracao ) Arquivo X Banco de Dados

( Distancia ) Perto X Longe
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Introdugao

03

Contexto

04

Configuragao

Instalacao

(instalacao basica + coletor distribuido )

- RRDcached ( usando rede ) —— =

- Forcar configuracdes
Locais ( ~/config.php)

=

f

ggoa

?php
#$config['distributed_poller'] = true;
$config[ 'distributed_poller_name'] = php_uname( 'n’

$config['user'] = 'librenms';

$config['enable_sla'] = 1;

$config[ 'enable_syslog_hooks'] = 1;

$config['12tp_descr'] = [ 'pw' , 'vpws' 1;
$config['os']['nokia-isam']['polling']['selected_ports'] = true;
$config['os'J['sims'I['polling' J['selected_ports'] = true;

- Adicionar communities

$config['os'J['exa']J['polling' ][ 'selected_ports'] = true;

# Local Config
$config['influxdb'I['host'] = '1
$config['default_poller_group'] = 1;

# WebUL
$config[ 'device_display_default'] = '{{ $sysName_fallback }}' ;

ASN%SE®PT=X0 a %

O © © o

)3
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04

Configuragao

Instalacao - ( cont)

- Escolher versao ( estavel/mensal ou master)
- Forcar atualizacao em seguida
- Autenticacao externa (\I)
- “Global Read” para todos -

[librenms@LibreNMS-WebDbRrdFluxOxi ~}$ lnms » Ol
[

- Integrar
- InfluxDB :
- Syslog-N G
- Graylog s
- Configurar Port Types customizadas
- Adicionar Devices / Escanear a rede

e e e I I B I I I I
r‘\"ln"lrflrfln‘-ln‘-ln‘-ln‘-lr\‘-lr—flﬁ
T A
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04

Configuragao

~y (]
" =0 n B3 Servi @r k4 = = R [ ] a ]
\ ——® ¥, Global Settings
Discover E P L @ validate Config
NMP | Poi
Man: User:
v Discovery Modules @ Manage Users Sl
© Auth History
Application: I
E8 Poller Disable ICMP Test?
L. Oy ®
G </>ap1
Exclude from Oxidized?
BGP Pee @ About LibreNMS 20. | ssivpn
Override default ssh port
Cisco CBQOS a 21. | pppoe
oy tual Override default telnet port
- a 22. | irtual
23 00 Override default http port
Cisco MAC Accoun a
Unix agent port
25 Enable RRD Tune for all ports?
e [ |
26 )
Enable selected port polling?
v Networks
Default Port Group 28
LibreNHS -WebDbRrdF 1u Inms config:get Bad Interface Name Regex
10.50.14.0/2 n .
: o]
S 0.0/24 n Bad Interface Types 1 oEn )
2. | voiceFXO
3. voiceFXS
5
6.
i dso
8
{ 9. | ds3
selected_port k
} 10. sonet

}
[librenms@LibreNMs -WebDbRrdFluxOxi ~]$
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04

Configuracgao - Poller

© rers

Overview {8 Devi
~

Maps @ Services @ Ports & Health 5 Wireless 53 Apps

o

05
06
07
08

Global Alering APl  Authorization ~ Authenticaion Discovery ~Extemal = Poller =~ System  Web Ul

A Overview BB Devices

Maps @ Services @ Ports ®® Health 7 Wireless &3 Apps 23 Routng @

o

s" tec-swc-bbc-asc_gadot

awel: AS - Maracanau/CE-BR - [-3. ,
avees ASCENTY - Maracanau/CE-8R - [-3.830867 , -38.611753)

htication ~ Discovery ~ External | Poller = System  Web Ul

Memory Usage. Processor Usage Device Traffic

verview | Graphs @ Health @D Ports B Wirsless EBVLANs XRouting afa Neighbours e STP @ inventory Dllogs @ alerts bl alert Stats

fig & Latency

B notes 9

Device Settings

SNMP | Part Settings | Applications | Alert Rules | Modules | Services | IPMI | Health | Wireless Sensors | Storage | Processars | Memary | Mise | Components | Custom OID

Poller Modules Discovery Modules
IO Module Global 0§ Device Override Module Global 0 Device Override
O applications Enabled Unset  Unset Applications Enabled Unset  Unset
‘=- Aruba Centroller Disabled Unset  Unset ARP Table Enabled Unset  Unset
(=] Availability Enabled Unset  Unset & BGP Peers Enabled Unset  Unset
5 bl unse isco caqos rabld trser unset

v Poller Modules Poller Workers (Workers) 2

Applications

Poller Frequency (Waming!) (Seconds) 360
Aruba Controller

Device Down Retry (Seconds) 60

Availability

Discovery Workers (Workers) s
BGP Peers

Discovery Frequency (Seconds) 86400
Cipsec Tunnels r :

Services Workers (Workers)

Cisco ACE Loadbalancer

Services Frequency (Seconds) 300

Cisco ACE Serverfarms

Billing Frequency (Seconds) 300

Billing Calculate Frequency (Seconds) 50

Alerting Frequency (Seconds) 50

® © © © © © © © o ©

Uso
FIM

Integracao
Alarmes
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Configuragoes de
Equie!gamentos

-~ Habilitar LLDP + Eliminar VLANs
Nomes dos equipamentos
Descrigoes de interfaces

- Pensando no que o LibreNMS “sabe" usar
SysLocation

- Com nome do PoP

- Com alguma logica usavel

- Com coordenadas geograficas
Syslog e SNMP Trap
Usuario para o Oxidized ( backup )
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04

Configuragao

Poolers

BBroller EBGroups gy Settir

Name Node ID

LibreNMS-AZZ01  671a9e4bdfacé
LibreNMS- 61180892e5225
CBNO1-

WebDbRrdFluxOxi

LibreNMS-CBNO2  613003589bec5

LibreNMS-CBNO3  62d36b811bf0e

¥ Performance

Version

librenms-
service

librenms-
service

librenms-
service

librenms-
service

Groups
Served

26

150,117

115,017

16,1,17,015

BiLog

Poller Cluster Health

Last
Checkin

2024-
12-09
08:18:55

2024-
12-09
08:20:00

08:19:11

2024-
12-09
08:19:12

Cluster Job

Master

poller
discovery
alerting
services
billing
ping
poller
discovery
alerting
services
billing
ping
poller
discovery
alerting
services
billing
ping
poller
discovery
alerting
services
billing

ping

Workers Devices

24

32

1

8

24

12

1,

2

82

8

1

8

2

82

12

1,

8

2

Actioned
Last
Interval

107

0

Devices Worker Seconds
Pending Consumed/Maximum

23 7487 / 7200
0 0/2764800
0 0/60

0 072400

o 0/600

0 8/60

0 490/7200
0 0/1036800
0 0/60

0 072400

1} 78 /600

0 2/60

[} 4014 / 24600
0 0/691200
0 0/60

0 072400

0 0/600

0 0/60

0 2983 / 24600
0 0/1036800
0 0/60

0 0/2400

1} 0/600

0 0/60

B8 Groups

breNMS-NTCO1

By Settings |2 Performance B Log

Assigned Groups

Poller Enabled

Poller Workers (Workers)

Device Down Retry (Seconds)

Discovery Enabled

Discovery Workers (Workers)

Services Enabled

Services Workers (Workers)

Billing Enabled

Alerting Enabled

Fast Ping Enabled

Log Level

Watchdog Enabled

[ GeneraJ Growp o]

82

< b 4

INFO
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can

@ Graylog
® Inventory
L Outages

Q IPv4 Address
Q IPv6 Address
Q MAC Address
Q ARP Tables
Q FDB Tables

widgets when you're in

<+ Add Device

T Delete Device

B8 Apliacio 100G
BB Apliacéo 100G_2

M viaps ¥y services @ Ports

© Availability

( Device Groups Dependencies
&5 Network

«” Geographical

BB Device Groups Maps
3% GTERS3

# Custom Map Editor
(a) Custom Node Image Manager

'@ Health "-:\W:'

B8 A0

8_ |

BB All Devices,
BB All Devices
BB All Devices,
B8 All Servers

]

B8 Apliacéo 14

23 Routing @ Alerts

« VRFs

® MPLS

() OSPF Devices
X 1S1S Adjacencies

QO BGP All Sessions
4 BGP External
7J BGP Internal

& Cisco CEF

© Alerted BGP 37

& PeeringDB

B Apliacdo 100G_2 |

[P @ nac
B8 Backbone CE o
Kkbone SE =8> Customers
kbone SE_2024_Q2 @ L2TP
B Transit
b D )
o &1 Peering
IC Dell iDrac
Bs_al «f Peering + Transit
] ¥ core
= & ™
atA10 G
at NFWare & Trt_ L
kter RN-PB - O TI‘I_
&
Alert:
© Aers & T "
. . & it
A Notifications (:_; -
. . 2 Tt
B Alert History © -
T
Ll Statistics =
& Tr_ m
i= Alert Rules & B
@ Scheduled Maintenance &m _ _ R
B Alert Templates & FNA,GGC,0CA AANP,ANA
Py
& Alert Transports € FNA
(@Y clcle

S Moweniew 8 Devices WMMaps Bg Services | | &3 Devices B Maps ¥ Services @ Ports R Health 7 Wireless & App @ pPorts % Health = Wireless 52 ®® Health = Wireless
= All Devices
= pashboard o z
= = BB Device Groups 8 AL0 @ All Ports m Memory
. =
¥ Plugins I @ Errored 2036
@ Geo Locations BB All Devices G} Processor
& Tools o RIPE NCC API @ Ignored 80985
- B —— B8 All Devices Disabled 2t g Storage
. & Oxidized . J_' s i BB All Devices Enabled = VLANs
Edif M Eventiog lworn (nexcw e lif it °& Device Dependencies B8 All Servers £ Traffic Bills
O syslo ¢ virtual Machines ~
S) | G Syslog ¢ 8 3¢ Pseudowires = Fanspeed

2 Signal

8 Temperature

X Current
&2 Frequency
) Power
4 \oltage

& Charge

#t count

32 dBm
Freq

7. Load

7. Loss

¥, Percent

X Runtime

alll SNR

State

&= Toner
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Adicionar Primeiro Device

=5 Devices IlJ %y @ 2 =
=3 All Devices
BB Device Groups .

e Add Device

Q Geo Locations

BB Manage Groups
2e2 Device Dependencies

& Virtual Machines

ﬁ Delete Device

+ Add Device _— m

OFF

Add Device

o)
o
[librenms@LibreNMS-WebDbRrdFluxOxi ~]$ lnms device:add -h
Description:
Add a new device
Usage:
device:add [options] [--] <device spec>
Hostname or IP
Use SNMP vl
Use SNMP v2c
Use SNMP v3
SNMP v1 or v2 {
SNMP transport lg
Transport to c( O
A string to di o
May be a simpld o
(7]
=
SNMPv3 securit £

SNMPv3
SNMPv3

SNMPv3

SNMPv3 privacy
Just add the dd
Add the device
commands .devicg
Sets how ports

Add a ping
Ping only:
Ping only:
Ping only:
Display help fd

Do not output 3

Do not ask any
The environment
Increase the vd
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2 LIDFr@NMS W oveven SR oevices MMaps Ogsenices @Prors @ Health 5 wircless SBapps 38 Routing @ Alens

librenms-webdbrrdfluxoxi
HLE. Cabo Telecom - NataliR\-8R |5 837685, -35 213515]

Qoverven | mcraphs @reain @apps @PPois Xrosing @menoy Diogs @alers lalakrsas | Latency BNotes

[ ———
1 »

ovit RHEL

Linux5.14.0-522.6l9.x86_64 (Ceni0S 9)
< =

13614180723210
ADN-L <adm I cabotelecom.com.br>

3years 7 months 1 day 3 hours 43 seconds ago
16 hours 18 minutes 3 seconds ago

2monkh 1 day 1 hou 5 minutes 28 seconds:
HLE. Cabo Telecom - NatalRN-BR

5837685, 352138515

‘ el g

o o o _ﬂum-*"‘
oy
|

Ao e Candetéra

Introdugao
Configuracao

BB Device Group Membership

AlDevices  AllDevices Enabied  AllServers  Cluster RN-PB  Dashboard Show Disk Usage InRN  LixeNMS  Poller_Group_CNTL

sat 21:00 Sun 09:00 Sun 15100

@o

E’

8 8 & 88 3 8 8 3

3

sat 21:00

AMD EPYC Processor

Sun 03:00

Qwems & | clobal search

sat 21:00

Sun 03:00

Sun 12:00

Sun 15:00.
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Introdugao

Contexto

Configuragao

Uso

O que e como ele monitora?

Depende do como:
- Plugins Nagios
- Check_MK

- SNMP

Baseado em templates:
- Detecta o0 SO a cada discovery
- Detecta modulos
- Usa graficos e layout do SO
- As configuracdes sao em YAML ou PHP
- Possivel usar OIDs customizadas ( ndo )
- Contribua com o projeto!

06

Integracgao

07

Alarmes

08

FIM



GTER 53 - LibreNMS

o

s

o
=
-}

o

I

-
=

€t0021b7d620c7

Qoverview |8 Graphs @ Heath @ Ports 3 Routing @ Inventory

Bnotes

B Lexmark XM1145 version NW1.SB.N133 kernel 3.0.0 All-N-1
System Name 10021576207
Resolved IP 172 a5
Hardware XM1145
Operating System Lexmark Printer NW1.SB.N133
Serial 7015 0
Object ID 11.36.1.4.1641.2.71107142
Device Added 5 months 6 days 19 hours 14 minutes 30 seconds
ago
Last Discovered 21 hours 39 minutes 41 seconds ago

Uptime 4 days 11 hours 56 minutes 10 seconds

BB Device Group Membership

All Devices Al Devices Enabled  Dashboard Show Disk Usage
Outcenter  Poller_Group_Outcenter

1l
i

Pidbii.Eug

@printer Diogs @Alerts WAt sas Sconfig W Latency

LI

A LI i S 81

a —
& Toner

[Ecner pretoy =

& Organic Photo Conductor

Unid. imagem

& Toner

Toner preto

& Organic Photo Conductor

Unid. imagem

& Other

Kit manuten..o

& Input
Tray 1
Manual Paper
Manual Envelope

MP Tray

© state
Printer Device Status

Printer Error Status

## count
Life time sheets

Sheets since powered on

M Recent Events

I 2024-11-30 State sensor Printer Error Status has changed from
10 ‘Toner Low (3) to Normal (0)
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A R R | S HE CaboTelecom - NatalRN-8R [-5.837685, -35.213515]

Qoverview |4 Graphs

cbn-cmt-acc-kiko

Q@ Heath @rpots MRouting @inventory [Diogs @Alerts Il Aertsats =config | Latency [BNotes

B CMTS V08.02.01.07, <<HW_REV: 3.0; VENDOR: ARRIS; BOOTR:

V00.01.00>>

System Name
Resolved IP
Hardware
Operating System
Object ID

Contact

Device Added
Last Discovered
Uptime

Location
Lat/Lng

cbn-cmt-acc-kiko
192 a9

ca

Arris CMTS 08.02.01.07
1.36.1.4.1.4998.2.1

CABO Telecom - Eng. IP <adm-
I@cabotelecom.com.br>

2 years 9 months 23 hours 8 minutes 14 seconds
ago

2 months 2 weeks 4 days 4 hours 48 minutes 34
seconds ago

9 years 1 month 3 weeks 3 days 8 hours 32 minutes.
26 seconds

H.E. Cabo Telecom - NatalRN-BR
-5.837685, -35.213515

LR

8 Temperature
CAM (0D, 24U)
CAM (0D, 24U)
CAM (0D, 24U)
CAM (0D, 12U)
CAM (0D, 24U)
CAM (0D, 24U)
CAM (0D, 12U)
CAM (0D, 12U)
CAM (32D, 0U)
CAM (32D, 0U)
CAM (32D, 0U)
CAM (32D, 0U)
CAM (32D, 0U)
CAM (32D, 0U)
RCMA
RCMB
scMA

scMe

Il sor

Channel - cable 1/- upstream 0.0

Channel - cable 1/- upstream 1.0

B Device Group Membership

All Devices Al Devices Enabled  Cabo  Cluster RN-PB  Dashboard
Show Disk Usage  HE-Natal-TMP  InRN  Poller_Group_CNTL

Sin 12:00  Sum 18:00

@ =37 @0 @0

cable-upstream 1/0, cable-upstream 1/0.0, cable-upstream 1/0.1, cable-
upstream 1/1, cable-upstream 1/1.0, cable-upstream 1/1.1, cable-upstream 1/2,
cable-upstream 1/2.0, cable-upstream 1/2.1, cable-upstream 1/3, cable-
upstream 1/3.0, cable-upstream 1/3.1, cable-upstream 1/4, cable-upstream
1/4.0, cable-upstream 1/4.1, cable-upstream 1/5, cable-upstream 1/5.0, cable-
upstream 1/5.1, cable-upstream 1/6, cable-upstream 1/6.0, cable-upstream
/6.1, cable-upstream 1/7, cable-upstream 1/7.0, cable-upstream 1/7.1, cable-
upstream 1/8, cable-upstream 1/8.0, cable-upstream 1/8.1, cable-upstream 1/9,
cable-upstream 1/9.0, cable-upstream 1/9.1, cable-upstream 1/10, cable-
upstream 1/10.0, cable-upstream 1/10.1, cable-upstream 1/11, cable-upstream
1/11.0, cable-upstream 1/11.1, cable-upstream 1/12, cable-upstream 1/12.0,
cable-upsiream 1/12.1, cable-upstream 1/13, cable-upstream 1/13.0, cable-
upstream 1/13.1, cable-upstream 1/14, cable-upstream 1/14.0, cable-upstream
1/14.1, cable-upstream 1/15, cable-upstream 1/15.0, cable-upstream 1/15.1,
cable-upstream 1/16, cable-upstream 1/16.0, cable-upstream 1/16 1, cable-
upstream 1/17, cable-upstream 1/17.0, cable-upsiream 1/17.1, cable-upstream
1/18, cable-upstream 1/18.0, cable-Upstream 1/18.1, cable-upstream 1/19,
cable-upstream 1/19.0, cable-upsirean 1/19 1, cable-upstream 1/20, cable-
upstream 1/20.0, cable-upsiream 1/20.1, cable-upstream 1721, cable-upstream
1/21.0, cable-upstream 1/21.1, cable-upstream 1/22, cable-upstream 1/22.0,
cable-upstream 1/22.1, cable-upstream 1/23, cable-upstream 1/23.0, cable-
upstream 1/23.1, cable-upstream 2/0, cable-upstream 2/0.0, cable-upstream
2/0.1, cable-upstream 2/1, cable-upstream 2/1.0, cable-upstream 2/1.1, cable-
upstream 2/2, cable-upstream 2/2.0, cable-upstream 2/2.1, cable-upstream 2/3,
cable-upstream 2/3.0, cable-upstream 2/3.1, cable-upstream 2/4, cable-
upstream 2/4.0, cable-upstream 2/4.1, cable-upstream 2/5, cable-upstream
2/5.0, cable-upstream 2/5.1, cable-upstream 2/6, cable-upstream 2/6.0, cable-
upstream 2/6.1, cable-upstream 217, cable-upstream 2/7.0, cable-upsiream
2/7.1, cable-upstream 2/8, cable-upstream 2/8.0, cable-upstream 2/8.1, cable-
upstream 2/9, cable-upstream 2/9.0, cable-upstream 2/9.1, cable-upstream
2/10, cable-upstream 2/10.0, cable-upstream 2/10.1, cable-upstream 2/11,

Channel - cable 1/- upstream 6.0
Channel - cable 1/- upstream 7.0
Channel - cable 1/- upstream 8.0
Channel - cable 1/- upstream 9.0
Channel - cable 1/- upstream 10.0
Channel - cable 1/- upstream 11.0
Channel - cable 1/- upstream 12.0
Channel - cable 1/- upstream 13.0
Channel - cable 1/- upstream 14.0
Channel - cable 1/- upstream 15.0
Channel - cable 1/- upstream 16.0
Channel - cable 1/- upstream 17.0
Channel - cable 1/- upstream 18.0
Channel - cable 1/- upstream 19.0
Channel - cable 1/- upstream 20.0
Channel - cable 1/- upstream 21.0
Channel - cable 1/- upstream 22.0
Channel - cable 1/- upstream 23.0
Channel - cable 2/- upstream 0.0
Channel - cable 2/- upstream 1.0
Channel - cable 2/- upstream 2.0
Channel - cable 2/- upstream 3.0
Channel - cable 2/- upstream 4.0
Channel - cable 2/- upstream 5.0
Channel - cable 2/- upstream 6.0
Channel - cable 2/- upstream 7.0
Channel - cable 2/- upstream 8.0
Channel - cable 2/- upstream 9.0
Channel - cable 2/- upstream 10.0

Channel - cable 2/- upstream 11.0

LT




idrac-conexaol
Unknown

Qoverview |#Graphs R Heath @D Ports MRoutng [Dlogs @Alers il Alert Stats |2 Latency Qoverview |MGraphs P Heath @ Pors MRoung Diogs @Alerts |WlAlertStats 2 Latency [BNotes

Graphs » Availability | Netstats | | System
=] 8 Temperature
System Name idrac-conexaol. System Board Inlet Temp

Ping Response
Resolved IP 10 7

CPU1 Temp
Hardware IDRACE

Operating System Dell DRAC 2.61.60.60
Serial 3671
Object ID .1.36.141674.10892.5 ST

& Fanspeed

Contact suppont@dell.com System Fan2
Device Added 6 months 2 weeks 6 days 23 hours 15 minutes 46 System Fan3

seconds ago
System Fand 4.44 kRPM

o
s
o
=
-}
o
I
-
=

Last Discovered 20 hours 8 minutes 20 seconds ago
Uptime 1 year 10 months 6 days 1 hour 5 minutes 7
seconds. @ state
Location Unknown
Global System Status
Lat/ Lng
Intrusion Status

Intrusion Reading

System Board CMOS Battery

o2
B
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Introdugao

Contexto

<+ W X
o o :
¢ network
: cisco
. _dir: cisco
{ graph: device bits, text: Traffic }
{ graph: device _wireless_rssi, text: Sat Signal Level }
discovery:
sysObjectID: .1.3.6.1.4.1.1429.2.2.6.5
ol | 1l | 1+ mpy-tv-ird052-cartoonito_tcm ol l 1l | 1+ mpy-tv-ird052-cartoonito_tcm
cisco e o = cisco 8 0oz o
Qo = L4 @rors T P ] o Lt "3 £] L Q la L4 @rors T x ] Qs |ut *2 2] =
5 D985 APR ! Fanspeed Alerts » Alert history
Y " 2-cartoonito_ter
° = = r
'S' B MDA . Alert Log entries Be
E o ard & T State v Severity v | Fitter Q
g’ 7 Operatir satelite R F =
c State  Timestamp v Device Severity
=] — . 202411.25 10:37:2 mpy-tv-ird052-cartoonito_tem re: Failed: Fa ming
o inutes 27 secor @ state
‘ . 2024-11.25 10:37:24 mpy-tv-ird052-cartoonito_tem re: Power: PSU: Falle i
T A I 2 0 mpy-tvirdos2-cartoonito_tom ming
' HE MR = =2 R Recent Events
st 09 I 202411.25 1031 mpy-tv-ird052-cartoonito_tem ' ming
’V + By -
-l L 2024-11-10 00:04 mpy-tvird052-cartoonito_tem er L a
t 2 5 34:46 mpy-tv-ird052-cartoonito_tcm
v
202: 2. 7 mpy-tv-ird052-cartoonito_tcm D E - PB ical
8
Yo B =
i e

Integracgao

Alarmes

FIM
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02

Introdugao

03

Contexto

< w0 o~
o o o o
E I Radi
stw-ptp-d2fm-to-cristo-psa [1ibrenms@LibreNMs-WebDbRrdFluxOxi includes]$ find -iname ‘ceraos.*'
ren ’ ./definitions/ceraos.yaml
B o icihs ce il - /definitions/discovery/ceraos.yaml
./discovery/sensors/voltage/ceraos.inc.php
Q = ° @ D x at e ®
)
5 1P-10 agent e st
: 8 Tem

Q
& ; L zg (7}
@© . ; o o o
5 8 " 8 E

) F A my = =
g =] . 9 =
c T <
o + -
(&) A overaii Trattc

<?php

$mib =

$oid =

boids = snmp_get($device,
d_echo($oids \n®)s

pty($oids)) {

[,$current] = explode(
$index = $oid;

$descr =
discover_sensor(

tmib,

boids) ;

, $device,

— e — — — — —
T

ttype, $descr, $divisor, 11, $current);

08

FIM
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¥ Frequency

mpy-ups-everest -~ ; A L
H.E. Multiplay - Fortaleza/CE-BR [-3.74602, -38.49900] i = &y 5 Input frequency
Cioy B0 2 g I 3 Output frequency
- Bypass frequency
Qoverview | Graphs ®PHeath @ Pots MRouting [Dlogs @Aens lwlAersais W Latency [ Notes
BB pevice Group Membership
7 Load
All Devices  All Devices Enabled  Dashboard Show Disk Usage I CE
B8 UPS-EVEREST @ Battery Charge Poller_Group_Multiplay OutL1 (R)
System Name ups-everest Battery Charge outL2 ()
Resolved IP 1010.0.42 8 overail Traffic outL3 (T)
Hardware SBOKH (i
Operating System MegaTec NetAgent Il 3.7.DA807.APC.6 s ik @s
Object ID 136141935111 o
Contact NOC UPS state -
Device Added 2 years 7 months 1 week 5 days 2 hours 21 minutes. 4 Voitage InAnd Out —_—
= il InL1 Back Status

- Charge Status S
3 years 10 months 2 weeks 3 days 3 hours 6 Int2 =
‘minutes 44 seconds InL3 e v Breaker Status

H.E. Multiplay - Fortaleza/CE-BR

Last Discovered 22 hours 34 minutes 35 seconds ago

outL1 AC status

-3.74602, -38.499 e e Inverter Operating

outLs 1 Rectifier Operating
ra L
B 1 [epems v Switch Mode
& Bypass L2 v Rectifier Rotation Error
dific

g ge— o
2 N'&, Bypass L3 v Bypass freq. fail (s ]
o xx 2 o

mpy-ups-everest |
H.E. Multiplay - Fortaleza/CE-BR [-3.74602, -38.49900] e own

Battery S v Short Circuit

— ryNormal

Q overview Graphs @ Health @ Ports X Routing [Jlogs @ alerts [o alert Stats  |#Latency B Notes

Device Settings | SNMP | Port Settings | Applications | Alert Rules | Modules | Services | IPMI | Health| | Storage | Processors | Memory | Misc | Compenents | Custom OID

Class. Type Description Gurrent High High warn Low warn

charge netagent2 Battery Charge 100 100

current netagent2 Battery Current 0.1 7

frequency  netagent2 Bypass frequency w0

frequency  netagent2 Input frequency )

frequency  netagent2 Output frequency (o2

Ioad netagent2 out L1 (R)




(s
Al mpy-cgn-nat-cgn44-tiffany FanSA [E—
H.E. Multiplay - Fortaleza/CE-BR [-3.74602, -38.49900]
§ FEnER
System Voltage 12V
Qoverview |8 Graphs @ Health @ Ports ghaNeignbours @nventoy [Diogs @alents IdlAertStas Sconfig 1 Latency BINotes System Voltage 5V
‘ o ‘ System Voltage AVCC 3.3V
System Voltage CC(3.3V)
System Voltage VCoreB(0.9v)
B8 Thunder Series Unified Application Service Gateway TH3230, ACOS @ processors
5.1.0-P6, System Voltage I0H 1.1V

Resolved IP 2. r System Voltage SB 5V

Hardware TH3230 System Voltage PCH(L 5V)
Operating System AL0 Networks 5.1.0-P6(build: 38)
Serial TH ES

Object ID 13614.1.2261013.42 SR Yol VETGTN)

Contact UNKNOWN System Voltage DRAM(1,5V)

System Voltage VCoreA(1.2V)

o
s
o
=
-}
o
I
-
=

[ nomei }

[ nomai }

 nomai }

=

 nomai }

PR o |
System Name mpy-cgn-nat-cgnad-tiffany System Voltage VBAT 3.3V gz
[ nomai }

=0

 vomai }

 nomai }

 nomai }

[ fow-med ]

Device Added 2 years 5 months 1 week 4 days 6 hours 26 minutes System Temp
23 seconds ago

HA
Last Discovered 36 minutes 36 seconds ago

Uptime 2 years 9 months 2 weeks 3 days 8 hours 52 iidniatna _—
seconds

Location H.E. Multiplay - Fortaleza/CE-BR ## count

Lat/Lng A4n0ei a4 P,

®:00 Count of L4 Sessions

System Memory Count of TCP Established
Count of UDP connections.

& storage Count of non TCP/UDP

] Disk
;'Mwmml? R Recent Events
o
8 Temperature 2024-12:01 State sensor Fan 28 has changed from okMedHigh (7)

‘5 4 20:00:02 to okLowMed (5)

System Temp
I 2024-12-01 State sensor Fan 2B has changed from okLowMed (5)
19:54:09 to okMedHigh (7)

GTER 53 - LibreNMS
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@ wby-olt-acc-cbr-fh-01

DefaultsysLocation

Qoverview |# Graphs

B ANS516-01
System Name
Resolved IP
Hardware
Operating System
Object ID
Contact
Device Added
Last Discovered

Uptime.

Location

Lat/Lng

@ Heath @ rpots [Dlogs @Aerts Wl AertStas W Latency B Notes

@ processors.
‘why-oit-acc-cor-fh-01
102 14
ANS516-01
Fiberhome V104R002 (WKE2.115.331R1A)
11.3.6.1.4.1.5875.800.1001.11
DefaultsysContact
6 months 3 weeks 1 day 10 hours 32 seconds ago
1 hour 14 minutes 18 seconds ago

1 year 3 months 2 weeks 2 days 20 hours 55
minutes 54 seconds

DefaultsysLocation

I
Sun 00:00

Hswa 9 Memory

8 Temperature

Internal Temperature 0

© state
Fan siot 21 Status
Power siot 1 Status

Power slot 2 Status

‘Memory Usage cPU Usage Device Traffc:

@ why-olt-acc-cbr-fh-01 | P—”ﬂm
DefaultsysLocation

‘Memory Usage cPu Usage

Qoverview |#Graphs P Heath @ pots Dlogs @Alerts Wl Aertstas | Latency [ Notes

Performance

From  2024-11-29 23:32 ‘To 2024-12-01 23:32

U non  Sat 060wt 1300 G 100 om 00:00  Gun 000 un 1200 Gun T
Billiseconds  Cur  Hin
AT 6 2.

o Loss
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crt-olt-acc-goh01-ch01
POP Cortez - Goianinha/RN-BR [-6.2823365,-35.2046914]

HUAWEI

Qoverview | Graphs

Bnotes

@ Heath @ Ports X3 Routing  g8a Neighbours

{88 Huawei Integrated Access Software

System Name
Resolved IP
Hardware
Operating System
Serial

Object ID
Contact

Device Added

Last Discovered
Uptime.

Location
Lat/Lng

crt-olt-acc-goh01-cho1
192. 130

Fan Tray Assembly

Huawei SmartAX MAS800V100R019C128066
023 "

.136.1.412011.2316

CABO Telecom - Eng. IP <adm-
I@cabotelecom.com.br>

3 years 6 months 1 week 6 days 8 hours 6

46 seconds ago

1 hour 13 minutes 46 seconds ago

3 years 10 months 3 weeks 2 days 12 hours 21
minutes 42 seconds

POP Cortez - Goianinha/RN-8R

-6.282337, -35.204691

&hste @inventory

Duiogs @aAlerts il Alert Stats

sun Sun 06:00  Sun 12:00

H902GPSF processor x9

& Memory

Sn 00:00 S 06:00  Sun 12:00

Slot 1 HO02GPSF
Slot 2 HI02GPSF
Siot 3 HI02GPSF
Slot 4 HI02GPSF
Slot § HI02GPSF
Slot 6 HI02GPSF
Slot 7 HO02GPSF

Slot 8 HO03MPLA

& Latency
53

"GPUIN U/ 110 AUUES ON 15
GPON 0/7/11 Added ONTs
GPON 0/7/12 Added ONTs
GPON 0/7/13 Added ONTs
GPON 0/7/14 Added ONTs
GPON 0/7/15 Added ONTs
GPON 0/10/0 Added ONTs
GPON 0/10/1 Added ONTs
GPON 0/10/2 Added ONTs
GPON 0/10/3 Added ONTs
GPON 0/10/4 Added ONTs
GPON 0/10/5 Added ONTs
GPON 0/10/6 Added ONTs
GPON 0/10/7 Added ONTs
GPON 0/10/8 Added ONTs
GPON 0/10/9 Added ONTs
GPON 0/10/10 Added ONTs
GPON 0/10/11 Added ONTs
T-CONTs Count
GPON 0/1/0 T-CONT's
GPON 0/1/1 T-CONT's
GPON 0/1/2 T-CONT's
GPON 0/1/3 T-CONT's
GPON 0/1/4 T-CONT's
GPON 0/1/5 T-CONT's
GPON 0/1/6 T-CONT's
GPON 0/1/7 T-CONT's
GPON 0/1/8 T-CONT's
GPON 0/1/9 T-CONT's
GPON 0/1/10 T-CONT's

GPON 0/1/11 T-CONT's

O Power
Chassis Total
H902GPSF
HI02GPSF
HI02GPSF
HI02GPSF
HI02GPSF
HI02GPSF
HI02GPSF
HI03MPLA
H903MPLA
H902GPSF
H902PILA

HI02PILA

@ state

Frames

Frame 0 (HO01BPIB) Status
Boards

Slot 1 (HI02GPSF) Status
Slot 2 (HO02GPSF) Status
Slot 3 (HO02GPSF) Status
Slot 4 (HO02GPSF) Status
Slot 5 (HO02GPSF) Status
Slot 6 (HO02GPSF) Status
Slot 7 (HO02GPSF) Status
Slot 8 (HI03MPLA) Status
Slot 9 (H903MPLA) Status
Slot 10 (H902GPSF) Status

Slot 18 (H902PILA) Status

H M E H E EEBEEBEEEEBEEBE H
EEREEEEEEEEEE

offline

normal

normal
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jureia
Alcatel Bell - Antwerpen

Qoverview |8 Graphs P Heath @ pots Diogs @Alerts Al stas [ Latency [ Notes

1B R5.7.02) NFXS-F FANT-F NOKIA ISAM Copyright (c) 2016 Nokia. Al
rights reserved. All use subject to applicable license agreement. Nokia
and Alcatel-Lucent are registered trademarks of Nokia Corporation.

System Name jureia

Resolved IP 1012134

Hardware NFXS-F

Operating System NOKIA ISAM R5.7.02)

Serial FH 9

Object ID 136.1.41637.61.1

Contact Alcatel

Device Added 1 month 1 week 2 days 17 minutes 58 seconds ago

Last Discovered 1 hour 48 minutes 20 seconds ago

Uptime 6 months 1 week 1 day 13 hours 2 minutes 13
sseconds

Location Alcatel Bell - Antwerpen
Lat/ Lng

1E1/1/1/13 Tx Power
1t1/1/1/14 Tx Power ." cbn-olt-lab-noki
It1/1/1/15 Tx Power
It1/1/1/16 Tx Power
W12/ Tx Pover Qoverview |@Graphs @pors MRouing Dlogs @aens lad
1t:1/1/212 T Power
16:1/172/3 Tx Power
B8 TIMOS-B-14.11.private both/ppc Nokia 7710 ISAM Copyright (c)
2000-2023 Nokia. All rights reserved. All use subject to applicable
license agreements. Built on Build on Mon May 29 17:26:51 IST 2023 by
bme in Irepolefinante/swivobs/dsUIPDImain

@ processors.
161/1/214 Tx Power

1t:1/172/5 Tx Power

\12/5TX Powes System Name cbn-olt-lab-nokia

IE1/1/2/7 Tx Power Assigned 1P 102 60
1t:1/1/2/8 Tx Power Operating System Generic Device
Object ID 1136.1.4.1.6527

Device Added 5 months 3 weeks 3 days 7 hours 48 minutes 14
seconds ago

Y

1t:1/172/9 Tx Power
CPU 4353 1t:1/1/2/10 Tx Power
It:1/1/2/11 Tx Power Last Discovered 21 hours 7 minutes 4 seconds ago

B vemory 1:1/1/2/12 Tx Power Uptime 1 week 5 days 9 hours 55 minutes 26 seconds

HEHEHEEEEEEEHEHSHEHEHH

© state BB Device Group Membership

All Devices Al Devices Enabled Al Servers  Cabo  Dashboard Show

: F (NGFC-F)
eI NCRC R CTCR), DiskUsage Generic Poller_Group_CNTL  Ports ifSpeed >= 40Gbps
nta: FANT-F (FANT-F)

© sin 00:00 ® e ineo nb: FANT-F (FANT-F) B Overall Tratfic
FANT-F: 0 Memory 1t:1/1/1/ FGLT-B (FGLT-B)

(4353)

FGLT-B: 2 Memory 70% 70%

1t:1/1/2/ FGLT-B (FGLT-B)

1t:1/1/3/ EMPTY (FGLT-B)

board-nstallation-missing

(4355)
1t1/1/4/ EMPTY (FGLT-8) PR, iialition-missing

FGLT-B: 3 Memory
(356) 4481 EMPTY (NOT_PLANNED) =z GOm0 e Sm s

Fan Mode RS protcct | @20 @12 @0
8 Temperature
1ag-1, lag group, lag-chn-rtr-bng-acc-chacal-(trunk10)-{10g}, lag-1:0, ip.
Interface, bbn-swc-Cor-bbe-mewtwo-(BE20.4041)-{200g}, lag-2, lag group,
teste, lag-21, lag group, lacp-lab-calix, lag-22. lag group, huawel 6720 monica
eth-trunk 22 - lab nokia sr-1 julius pppoe. lag-31. Iag group. lacp-dzs-mxk-,

nt-a: Sensor 1 R Recent Events.

nt-a: Sensor 2 _ itSpeed: 0 bps -> 1.24 Gbps



SNMP Statistics

stw-olt-acc-zte-02
POP Apolio, Atibaia/SP-BR [-23.125506, -46.566219]

- @ T : T
Qoverview |#Graphs ®PHeath @ Ports SBVIANs Routing [Dlogs @Aers |MAertstars W Latency BNotes TR - S LB

:
188 ZXA10 C600, ZTE ZXA10 Software Version: V1.2.2 @ processors. "
System Name stw-olt-acc-zte-02

Resolved IP 172 a

Operating System ZTE ZXA10

Object ID .1.3.6.1.4.1.3902.1082.1001.600.1.1

Device Added 1 year 11 months 3 weeks 3 days 23 hours 39
minutes 5 seconds ago Py

Last Discovered 22 hours 15 minutes 53 seconds ago

HETH rcessr —
Uptime 6 months 3 days 21 hours 33 minutes 56 seconds
Location POP Apollo, Atibaia/SP-BR
Lat/Lng -23.125506, -46.566219 H R Recent Events
o, - o 7 -
Sy \9,\‘“,%"” %\ & 2024-  gpon_olt-dl... {fOperStatus: down -> up
Faddl N %%\ 6”,%" 12:01
g N o8

o
s

o
=
-}

o

I

-

=

o
Izoza- gpon_olt-1/... ifOperStatus: up -> down
12:01
0855115

Izou- gpon_olt-1/... ifOperStatus: down -> up
1201
07:26:21

2024-  gpon_olt-1l... ifOperStatus: down -> up
12-01
00:42:19

2024-  gpon_olt-1l... ifOperStatus: up -> down
12:01

#
loptiibrenms/LibreNMS/Alert/RunAlerts. php(532):
LibreNMS\AlertiTransportDummy->deliverAlert()
#
Ioptiibrenms/LibreNMS/Alert/RunAlerts. php(262):
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Qoverview [@Graphs @ Healh @rors MRoutng aaSTP @imvenoy Diogs @Aers Wlaersas Econig W Lateney
Brvotes I

Graphs » Availabiliy | Custom OID | Netstats | Poller |

© mikroTik spertrbng anetoctl

POP Rogernet, Sao Sebastiao da Bela Vista/MG-BR [ -22.16041, -45.76152 ] DHCP Lease Count

Qoverview |MGraphs QP Heath @ Pots Routng &SP @invenory Diogs @Alens |lwlAertstats Sconfig | Latency

B notes T ‘T‘

B8 Router0S CCR1036-12G-4S

System Name spe-rtr-bng-roteador-rgnet-central
Resolved IP 17216.12.12
Hardware CCR1036-12G-4S

Operating System Mikrotik RouterOS 6.48.6 (Level 6)

temperature

Serial DB310C4EABB7
Object ID .1.36.1.4.1.14988.1

Contact ~slecom - Eng. IP <adm-
I@cabotelecom.com.br>

cputemperature

2 Fanspeed
System
fant-speed

Device Added 2 years 8 months 2 weeks 2 days 7 hours 10
seconds ago IR vemory

BB Device Group Membership ——
Last Discovered 1 hour 42 minutes 25 seconds ago fan2-speed
s

i AllDevices Al Devices Enabled  BNGS_All Cluster SP-MG
Uptime 3 months 2 weeks 2 days 22 hours 22 minutes 54 e

seconds 2 Poller_Group_SapucaiNet Router Mikrotik  Router Mikrotk - CCR @state

) Router Mikrotik - CCR1036  SapucaiNet  Temp all OLTs and Routers IN
POP Rogemet, Sao Sebastiao da Bela Vista/MG-BR - MG &SP Ports
-22.16041, -45.76152 . S1p1.- LINK FIBRA - SALABRANCA Rx
A s B Overai Traftic S1p2- LINK FIBRA- FURNAS Rx.
'

Sun 06:00 Sun 12:00 Sun 18:00

Sfp1- LINK FIBRA - SALABRANCA Tx
main memory S1p2 - LINK FIBRA - FURNAS Tx
System

psul.state
& storage

systom i ]

Sun 00:08 Sun 06:00. Sun 12:00 San 18:08 psuzstate

@2 @2 ®o @0
bridge dncp, etherl. - ink radio - 3 torres, ether10 - camera Ip,
etherl1_reguapoe, ether12_monitoramento energia, her?, I 2024-12-
ether3_olt_hsub_siotl, e, etherS, eihers, ether?_torre-rogerio, o1
ethers_torre-rogerio, ether9, Lo, Lo_L sfp1 - link fiora - salabranca, sfp2 - ink 2111554 details and snmp reachabiity
fibra - fumas, sip3, S1p, Vian100L/ot, Viani11/pont, Vian112/pon2.

i i WY [ 22032 0P sscoerc o sk rame ok
Vian118/pon8, Viand001/torre-rogerio o

Riccent

B Temperature

210324

202412 LLDP discovery of MikroTik failed - Check name lookup
o1
210323

P — |

Sp1-LINK FIBRA - SALABRANCA & [z oo ooy 20 taea -
%
o1 LINK FIBRA- SALABRANCARY  —— 211602 detalls and snmp eachabity

L UNCFGRALSAABRANG. | [ 2o 0P ssoreyt o e s e o,
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whby-swe-bbc-orn_dc-01-hocuspocus

awer DS 01 Ourinhos - Ourinhos/SP-BR - [:22.958114, -49.863406]

Qoverview |#Graphs P Health @ Ports 7 Wireless S5 VLANs

Lul Alert Stats = config 12 Latency Notes

B S12700E-4 assembly chassis Huawel Versatile Routing Platform
Software VRP (R) Software, Version 5.170 (S12700
V200R022C00SPC500) Copyright (c) 2000-2022 Huawei Technologi
Co,, Ltd

System Name why-swe-bbe-orn_dc-01-hocuspocus.

Resolved IP 10. 9

Hardware S12700E-4

Operating System Huawel VRP 5.170 (V200R022C00SPC500)
[V200R022SPH001]

Object ID 1136.14.1.2011.2.2796
Contact redes@grupowebby.com.br

Device Added 6 months 3 weeks 1 day 8 hours 55 minutes 12
seconds ago

Uptime. 1 year 7 months 3 days 18 hours 5 minutes &
seconds

Location DC-01 Ourinhos - Ourinhos/SP-BR -
Lat/Lng -22.958114, -49.883406

2 Routing gk Neighbours g STP @ Inventory Diogs @ Alerts

@ processors

Sun 00:00

LPU Board 1
Processor

BB Memory

LPU Board 1 Memory
LPU Board 2 Memory.
LPU Board 3 Memory

MPU Board 5
Memory

SFU Board 7 Memory

SFU Board 8 Memory

whby-swe-bbc-orn_dc-01-hocuspocus

Hoawes DC01 Ourinnos - Ourinhos/SP-BR - [-22.958114, -49.883406]

Qoverview |#Graphs P Health @ Ports 7 Wireless SBVLANs DJRouting gfaNeighbours gfaSTP @inventory [DLogs @ Alers

sl Aertstats =config 1 Latency B Notes ‘ -3

Ports » Basic | Detail | ARP Table | | Transceivers | Neighbors ~ Graphs: Bits (Mini) | Unicast Packets (Mini) | Non-Unicast Packets (Mini) | Errors (Mini)

‘isearcn \s\m-}av

Vendor IPva Address  Port First seen Last seen
ICANN, IANA Depart... 10.1.1.10 XGi3/0/35 W 2024-11-20 22:51:33 7 minutes ago
ICANN, IANA Depart... 10.1.1.62 XGi3/0/31 2024-11-20 22:51:33 7 minutes ago
Uniwill Computer Corp. Eth-Trunks 2024-11-20 22:51:33 7 minutes ago
Mega System Tech: Eth-Trunk10 2024-11-20 22:51:33 7 minutes ago
Fortinet, Inc. Eth-Trunks 2024-11-20 22:51:33 7 minutes ago
Ubiquiti Inc: 10.7.100.34 XGi3/0/33 2024-11-20 22:51:33 7 minutes ago
Intelbras Eth-Trunk10 2024-11-20 22:51:33 7 minutes ago
Intelbras Eth-Trunk10 2024-11-20 22:51:33 7 minutes ago
Intelbras Eth-Trunk10 2024-11-20 22:51:33 7 minutes ago

00:1 Intelbras Eth-Trunk10 LAG-SW-OUR...

3R - BRI

2024-11-20 22:51:33 7 minutes ago

Showing 1 to 10 of 3914 entries.
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mpy-swc-bbc-extreme_3
H.E. Multiplay - Fortaleza/CE-BR [-3.74602, -38.49900]

Qoverview |8 Graphs @ Health Ports EBVLANs 3 Routing
v 9

=config W Latency [BNotes

B ExtremeXOS (X670G2-48x-4q) version 31.1.1.3 31.1.1.3-patchl-1 by
release-manager on Sat Nov 14 01:32:02 EST 2020
System Name mpy-swe-bbc-extreme_3
Resolved IP 172 9
Hardware X670G2-48x-4q
Operating System Extreme XOS 31.1.1.3 (31.1.1.3-patch1-1)
Object ID .136.14.11916.2.195
Contact noc@multiplaytelecom.com.br
Device Added 3 years 5 months 3 weeks 2 days 6 hours 48
minutes 25 seconds ago
Last Discovered 1 hour 27 minutes 45 seconds ago
Uptime. 6 months 3 weeks 1 day 13 hours 51 minutes 36
seconds
Location H.E. Multiplay - Fortaleza/CE-8R
Lat/Lng -3.74602, -38.499

/ tera) e
ien ), ¢
7 e

ehaNeighbours g sTP @inventoy Dlogs @aAlerts | Alert Stats

‘Sun

Processor

B Memory

8 Temperature
Chassis Temperature
1:1 SFP Temperature
1:2 SFP Temperature
15 SFP Temperature

1:6 SFP Temperature

Sin 12:00  Sun 18:00

mpy-swc-bbc-extreme_3

H.E. Muttiplay - Fortaleza/CE-BR [-3.74602, -38.49900]

Qoverview |#Graphs ®PHeath @ Ports SBVIANs DRouting gfaNeighbours gfaSTP @inventory [Dilogs @Alerts |l Alert Stats

Econfig ¥ Latency Notes

-]

VLANS » Graphs: Bits | Unicast Packets | Non-Unicast Packets | Errors

VLAN Number

ROUTER-MGMT
02

i

ZMPRESA

nes

Ports.
119 (U), 1:57

19,118

1, 1:22, 1:23, 1:29, 1:31, 1:33, 1:34, 1:37, 1:39, 1:41, 1:42, 1:45, 1:47, 1:48, 1:49

19,1:29

19 (U), 1:17 (U), 1
16, 1118, 1:36, 1:49
123

1:23,1:36, 1:49
123,157




DATACOM = ; DATACOM e o

‘Memory Usage

Qoverview W Graphs @ Heatn @ pors @invenioy Diogs @ Aers Waensas Scontg I Latency BNotes [ %] Qoverview @Graphs % Heath | @pons| @inveniory Diogs @ Aers Wlaensas Scontg I Lateney  BNotes

Ports » Basic | ( Detail | Graphs: Bits (Mini) | Unicast Packets (Mini) | Non-Unicast Packets (Mini) | Errors (Mini)
B DM4370 4GT+4GX+4XS (DMOS version 9.4.2-042-1-g6453973bde) @ processors

System Name crt-swe: B

Resolved IP 19 Port Groups  Graphs  Traffic Speed MAC Address

tpver it ® ten-gigabit-ethernet-  Defaut +116Gbps  10Gbps o
Operating System DmMOS 9.4.2-042-1-96453973b4 113 = 148.91 Mbps

2 115!
Object ID 1136.1.41.37001.2.137 #1243 Kipp=

— 42.15 Kipps
Contact Alares Interet - Eng IP Sun 00:00

<engenharia@alaresinternet.com.br> ®lag-1 Default 116 Gbps 10Gbps  ieeeB023adLag
Processor e — 148.91 Mpy
Device Added 8 months 1 week 6 days 13 hours 34 minutes 44 lag_crt-swe-bioc 2o bin-bison_XGOB e

11513 Kipps
Saconds 200 — 42.15 Kipps

o
Q
o
=
-
(<]
=
=]
£

Last Discovered 21 hours 5 minutes 15 seconds ago R Vemory

Uptime 1 month 1 week 2 days 16 hours 59 minutes 29
/1
seconds
L crt-swe: *- Ten-Gigabit-Ethernet-1/1/1
Location i e i ebernet 1
won Dten .
200m 112

® ten-gigabit-ethernet-  Defauit + 110.95 Mbps Ethernet
1 TS —1.16Gbps

Lat/Lng

.3 0
e T

Hemory

M Recent Events ey T
-.. -..

2w
l 2024-11-30 Device status changed to Up from icmp check by o
1 2 63c75e4522721. L

I 2024-11-30 Device status changed o Up from icmp check by
12:39:54 611808925225,

I 20241130 Device status changed to Down from icmp check by
:39: 63c7504522721.
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] | 1 l 1+ bbn-swe-cor-bbc-mewtwo

CISCO HE CaboTelecom - Natal/RN-BR [-5.837685, -35.213515] _

‘Memory Usage

Qoverview |#Graphs P Heath @ ports MRouting 3 & Neignbours @ Diogs @aAlerts |l Alert Stats

Econfig K Latency Notes

ol | 1l I 1+ bbn-swc-edg-spike Pseudowires »  Detalls || Mini Graphs

c I s c ° POP NTL13 - Igreja Sao Judas Tadeu, Parnamirim/RN-BR, 59140-355
bl e —

xe-cortez-C E 1100 T
ethemet mpis Vecortez.CONAT unresolved remote device
MTU 9220

Qoverview 8 Graphs @ Heath @ ports MRouting 3 Pseudowires @inventoy [Dlogs @Alerts I Akertstas Sconfig |k Latency

R Xe-TV-Nat-SP-02:xc-TV-Nat-SP-02 Bundle-Ether1. 189 bbn-swe-cor-zapdos.
Bnotes ‘ °‘ L ‘ ethemet mpis TV

MTU 9220

Xc-NTL14-CHO1-2985 Bundle-Ether2.208 1
653141298  ethemet mpis Bundie-Ether2.298 unresolved remote device
MTU 1514

B Cisco 10S XR Software (NCS540L), Version 7.3.1 Copyright (c) 2013-
2021 by Cisco Systems, Inc.

System Name bbn-swe-edg-spike
Resolved IP 19 30

Hardware N540-2824C-SYS-D Qoverview |@Graphs @ Heatn @D Pors MRouing M Pseudowires edaNeignbours @ inventory Dlogs @Alerts sl Alert Stats
Operating System Cisco I0S-XR 7.3.1

Econfig I Latency BNotes &
Serial Fo x oo s oeoe |

Object ID 136141912082
s ORPOICPUO-Intel 8 x1 Routing » OSPF 2) | (SIS 19)) | VRFs 3) | Routing Tabe (122)

Contact CABO Telecom - Eng. IP <adm- Core CPU Complex

I@cabotelecom.com.br>
Device Added 3 years 6 months 2 weeks 2 days 5 hours 7 minutes Local
23 seconds ago Intertace System ID Admin State Last Uptime
Last Discovered 49 minutes 34 seconds ago Bundle-Etherl 3 24 L on up  2months 3
weeks 6 days

Uptime. 3 years 9 months 4 days 11 hours 19 minutes 7
seconds

Location POP NTL13 - Igreja Sao Judas Tadeu,
Pamamirim/RN-BR, 59140-355
Lat/Lng -5.925311, -35.261746

Bundle-Ether2

Sin 06:00  Sum12:00  Sun 18:00

ORPOICPUO-Ine! 8 56% 56%

Core CPU Complex - Bundle-Etherd fe80: 55.08.80
Processor

orpoceomers I

Core CPU Complex -

55.08.80

55.08.80

55.08.80 2months 3
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Sin 06:00 S 12:00

@ 104 @51 @0 ®o

100ge0/1/48, 100ge0/1/49, 100ge0/1/50, 100ge0/1/51, 100ge0/1/52,
100ge0/1/53, 100ge0/1/54, 100e0/1/55, 250e0/1/28, 25Ge0/1/29, 25ge0/1/30,
250e0/1/31, 250e0/1/32, 25ge0/1/33, 250e0/1/34, 25ge0/1/35, 25ge0/1/36,
25e0/1/37, 25ge0/1/38, 25ge0/1/39, 25ge0/1/40, 25ge0/1/41, 250e0/1/42,
250e0/1/43, 250e0/1/44, 25ge0/1/45, 25ge0/1/46, 25ge0/1/47, eth-trunko, eth-
trunki, eth-trunk10, eth-trunk10.297, eth-trunk10.298, eth-trunk10.301, eth-
unk10,3399, eth-trunki1, eth-trunk11.297, eth-trunk12, eth-trunk12.297, eth-
trunK13, eth-trunk13.297, eth-trunk13.298, eth-trunk13.301, eth-trunk13.3913,
eth-iunki3 3975, eth-trunk14, eth-trunk14.297, eth-trunk14.298, eth-
1runk14.301, eth-trunk14.3516, eth-trunk14.3803, eth-trunk14.3908, eth-
trunk14.3996, eth-trunk15, eth-trunk15.297, eth-trunk15.298, eth-trunk15.301,
eth-trunk16, eth-trunk16.297, eth-trunk8, eth-trunk8.243, eth-trunk8.297, eth-
trunko, eth-trunk9.244, eth-trunk9.4036, eth-trunkss, eth-trunk98.297, eth-
trunk98.298, eth-1runk9s. 299, eth-trunk98.301, eth-trunkad, GIO/O/0, GIO/LIO,
GIO/L/1, GI0/1/10, GIO/1/11, GIOI/12, GIOV/13, GIOIL/14, GIO/L/1S, GIO/L/16,
GIO/L/17, GiO/1119, GIO/LI2, GI0/1/20, GiO/L/21, Gi01/22, GI0/1/23, GiOrL/24,
GI0/1/25, GI0/1/26, GI0/1/27, GIOI3, GiO/1/4, GIO/1/S, GIO/6, GIO/L/7, GIO/1/8,
Gi0/L/9, inLo0, Loo, L1023, Null0, vbdif298

O Transceivers

GigabitEthernet0/1/0 & Calix sfpplus multiModeS
GigabitEtherneto/1/0 Rx PR 7 5

GigabitEtherneto/1/0

GigabitEthemnet0/1/1 ¢ Calix sfpplus multiModeS
GigabitEtherneto/1/1 Rx

GigabitEtherneto/L/1

GigabitEthemet0/1/2 () PRECISION sfpplus multiModeS.

TempSensor 16908287.0.255.2
TempSensor 16908287.0.255.3
TempSensor 16908287.0.255.4
TempSensor 16908287.0.255.5
TempSensor 16908287.0.255.6
TempSensor 16908287.0.255.7
TempSensor 16908287.0.255.8
TempSensor 16908287.0.255.9
TempSensor 16908287.0.255.10
TempSensor 16908287.0.255.11
TempSensor 16908287.0.255.12
TempSensor 16908287.0.255.13

TempSensor 16908287.0.255.14.

4 Voltage
PUL
GPRECQ20YS 0/1
POWER 3
PWR2
PWR3
Slot-16908287
VoltSensor 16908287.0.0.0
VoltSensor 16908287.0.0.1
VoltSensor 16908287.0.0.2
VoltSensor 16908287.0.0.3
VoltSensor 16908287.0.0.4
VoltSensor 16908287.0.0.5
VoltSensor 16908287.0.0.6
VoltSensor 16908287.0.0.8

VoltSensor 16908287.0.0.9

TEEETE T

EEEEEEEEEEBEE

!Z:”‘"“ <<3HH

“ cbn-rtr-bng-acc-rataro

H.E. Cabo Telecom - Natal/RN-BR [-5.837685, -35.213515]
HUAWEI

Qoverview |#Graphs @ Health @ Ports 3 Routing gk Neighbours

I Latency @NAC [BNotes

| VRFs (4) | Routing Table (174)

shse @iventory Diogs @ alens

Local AS : 65300 BGP » Basic | Updates | Prefixes: ( IPv4 | | VPNv4 Ucast | IPV6 | VPNG Ucast | Trafic: Bits | Packets

Peer address Type  Family  Remote
AS

18 50 igop  fvhunicast  asg5300
‘cbn-swe-acc-tesla v-NEB000-Rataro
(187 031

H% BT

187
cbn-swc-acc-ampere v-NES000-Rataro

start
established

BITITTLT]

s

——

| Alert Stats = config

Uptime

2 months 3 weeks 4
days 10 hours 35
minutes 10 seconds
Updates ¥ 10050 4 355

3weeks 5 days 4 hours
27 minutes 38 seconds
Updates 4 1095 4 157

2months 3 weeks 4
days 10 hours 35
minutes 3 seconds
Updates 4 882 1 349
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cbn-rtr-bng-acc-rataro
H.E. Cabo Telecom - Natal/RN-BR [-5.837685, -35.213515]

HUAWEI

Qoverview |8 Graphs @ Heath @@ Pors 3Routing glaNeighbours s3aSTP  @inventory [Jiogs

|~ Latency @NAC [BNotes

© 8 1. NetEngine 8000 F1A-8H20Q frame
NetEngine 8000 F1A-8H20Q frame
=@ 1.1PUslot1
1PU st 1
= & 1. CR8BOBKPO3CO (IPU 1)
Integration Processing Unit
Serial No. 210235
Sensors:
power
temperature 53
votage
= & 1. GPRBCQ20YS (GPRECQ20YS 0/1)
&-Port 100GBase-QSFP28 + 20.Port 25GBase- V-SFP+
Sensors:
temperature
votage
+ @ 0. SFP-10G-BX (GigabitEthemet0/1/0)
10300Mbi's-1330nm-LC-20km(0.009mm)
Serial No. T0 8
Sensors:
current (XY
Rxcom
T dom I
temperature 53
voliage
- @ 1. SFP-10G-BX (GigabitEthemeto/1/1)
10300MbYs-1330nm-LC-20km(0.009mm)
SeralNo.TO 09

+ @ 2. PRESFP10G-B32-40 (GigabitEthemet0/1/2)

@-~ers L Aertstais = Config
RN

+Expand All Nodes —Collapse All Nodes

ot

cbn-rtr-bng-acc-rataro
H.E. Cabo Telecom - NataVRN-BR [-5.837685, -35.213515]

QOweniew |mGraphs @ Heath @Pots ERoutng shNeihbous STP @imventory DLoos

NAC

oFF | Include Historical NAC entres

Host
Mode
defautt

——

@rets |wAenSats EConfg kelatency @NAC BNotes \,i,‘

[ ] searen

Time
Elapsed

sd4n

NAC
Authe




PEMO

PEM1

BB pevice Group Membership
cnx-rtr-bng-mauro
. SIV-ALEGRA-SW - Sa0J0a0B0aViSta/SP-BR - [ -21.97500,46.7946957]  peey All Devices  All Devices Enabled  BGP Devices  BNGs_All
Wemory Usage BNGs_Non_Mikrotik ~ Cluster SP-MG  ClusterSE-CRIT  Conexao Routing Engine
Conexao-CORE  Dashboard Show Disk Usage  InSP Juniper
Poller_Group_Conexao  Ports ifSpeed >= 40Gbps  Report_1_Mapl.
Qoverview M Graphs @ Heath @ pors [Msias EBViANs N Routng  gdaNeighbours @inventory [Diogs @Alerts L Alert Stats Router Juniper  Routers  Temp all OLTs and Routers IN MG & SP

‘ﬂ“ @ state

M overall Traffic

cBo

=conig I Latency [BNotes
PEMO
PEM1
5 Juniper Networks, Inc. INP204 [MX204] internet router, kernel
JUNOS 19.4R3-S6.1, Build date: 2021-09-25 07:09:01 UTC Copyright (c) Fan Tray 0 Fan 0
1996-2021 Juniper Networks, Inc. P———
System Name cnx-rtr-bng-mauro
Resolved IP 1 0

Hardware Juniper JNP204 [MX204] Edge Router

Fan Tray 1 Fan 0

Sim 05:00 Swn 12:00 Fan Tray 1 Fan 1

66 52 3 o Fan Tray 2 Fan 0
Operating System Juniper JunOS 19.4R3-S6.1 L @ @ & ¢

e = 220, 260.32767, cbpo, dsc, em2, em2.32768, em3, em3.0, emd, em4.0, es, et- FanTray 2 Fan 1
0/0/0, €-0/0/0.101, et-0/0/0.115, et-0/0/0.32767, €t-0/0/0.392, et-0/0/1L, et-
0/0/1.267, et-0/0/1.32767, €-0/0/1.363, et-0/0/1.366, €1-0/0/1.367, e1-0/0/2, ft0, FRGIMEC QU
Device Added 3 years 1 month 3 weeks 6 days 12 hours 3 minutes i, fi2, 13, 64, 1S, 16, 7, 00, XpO.0, gre, ipip, i, jsrv, jsrv.L, c-0/0/0, lc- PIC: 4XQSFP28 PIC @ 0/0r
42 seconds ago 010/0.32769, 100, 100.0, 100.16385, mif, mif.64000, mtun, pfe-0/0/0, pfe-
0/0/0.16383, pih-0/0/0, pih-0/0/0.16383, pih-0/0/0.16384, pimd, pime, pip0. PIC: BXSFPP PIC @ 0/1*
theb, tap, Viep, xe-0/L10, xe-01L/0.32767, xe-O/1/1, xe-0/172, xe-0/L/3, xe-0/L/4,
Uptime 3 years 3 months 3 weeks 3 days 10 hours 3 Xe-011/5, xe-01L6, xe-0/1/7
minutes 29 seconds e

o
s
o
=
-}
o
I
-
=

Object ID 1.36.14.1.2636.1.1.1.2.144

Last Discovered 22 hours 12 minutes 49 seconds ago
Routing Engine

Location SIV-ALEGRA-SW - Sa0J0a0BoaVista/SP-BR -
O Transceivers
Lat/Lng -21.97599, -46.794696 &
ZiLoss

£t:0/0/0 ) Skylane Optics QSFP-100G-SR4-T2 RPM Probes

FPC: MPC @ O/ €1:0/0/0 fane 0 R Power Extemal-Ping.Ping currentTest Probe
Los
Do Engne &t.0/0/0 lane 1 Rx Power ey

ing.Pi P
TR Ping.Ping fastCompletedTest Pro

8 storage Extemal-Ping Ping allTests Probe

t-0/0/0 lane 3 Rx Power Toss

J.mountvarmost
t-0/0/0 Temperature. External-Ping Pin currentTest Probe
| 1.mount/config B
| pecoce /

sontuirio |

1.mount Eximai.

1.mountivar ©t-0/0/1 O Skylane Optics QSFP-100G-SR4-T2 Ping.Ping lastCompletedTest Pro
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cnx-rtr-bng-mauro
SIV-ALEGRA-SW - SaoJoaoBoaVista/SP-BR - [ -21.97599,-46.7946957]  memmemmems
emory Usage

Qoverview M Graphs @ Heath @ ports [MsiAs EBViANs N3Rouing g Neighbours @inventory [Diogs @Alerts i Alert Stats

Config ¥ Latency [BNotes

SLA» @| lempEcho

SLA #816143601 - IempEcho: Ping, ) (Owner: External-Ping)

e

SLA #1092238760 - IcmpEcho: 01 (Owner: Games)

Fovasas T :
e e

SLA #1347437035 - IcmpEcho: Ping

(@]

Status » [ All || Up | Down

ot

G e e

ot Gr e e
T
(G PP

s g T

Eia A

—

Qoverview |#Graphs @ Health @ Ports [MIsLas VLANs O3 Routing  ghaNeighbours @ inventory [Dlogs @Alerts |l Alert Stats

cnx-rtr-bng-mauro
SIV-ALEGRA-SW - SaoJoaoBoaVista/SP-BR - [ -21.97599,-46.7946057] e
Mmooy Uasge

Econfig I Latency Notes ‘ -3

Ports » Basic | Detail | ARP Table | @ | Neighbors  Graphs: Bits (Mini) | Unicast Packets (Mini) | Non-Unicast Packets (Mini) | Errors (Mini)

et0/0/0 Channets: 4
Skylane Optics QSFP-100G-SR4-T2

£t-0/0/0 lane 0 Rx Power
t-0/0/0 lane 0 Tx Power
€t-0/0/0 lane 1 Rx Power
-0/0/0 lane 1 Tx Power
£t-0/0/0 lane 2 Rx Power
et-0/0/0 lane 2 Tx Power
€t-0/0/0 lane 3 Rx Power
t-0/0/0 lane 3 Tx Power
€t-0/0/0 Temperature

t-0/0/1

€t-0/0/1 lane 0 Rx Power
t-0/0/1 lane 0 Tx Power
€t-0/0/1 lane 1 Rx Power
et-0/0/1 lane 1 Tx Power
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NDKI A ashr268323-azza-hgp02/ce02-cot

Qoverview | Graphs @

an @ Pors X Ro «ha Neighbours

{8 TIMOS-B-22.2.R2 bothihops64 Nokia 7750 SR Copyright (c) 2000-
2022 Nokia. All rights reserved. All use subject to applicable license
agreements. Built on Wed Apr 6 13:51:37 PDT 2022 by builder in
Ibuildsic/222BIR2Ipanosimainisros

System Name
Resolved IP
Hardware
Operating System
Serial

Object ID

Device Added

Last Discovered

Uptime

asbr268323-azza-bgp02/ce02-cot
10

7750 SR-1

Nokia SR OS (TIMOS) 22.2.R2
NS 5
1.36.1.4.1.6527.1.3.15

1 month 1 week 3 days 2 hours 38 minutes 30
seconds ago

1 day 18 hours 59 minutes 4 seconds ago

1 year 6 months 1 week 4 days 16 hours 25 minutes
37 seconds

B Device Group Membership

All Devices Enabled  B2B  Backl BGP
Dashboard Show Disk Usage  Poller_Group_Azza  Ports
d >= 40 Router Nokia Routers  Temp all OLTs and Routers

INMG &SP

M overall Traftic

100 T

@ nvenoy  DLogs

@ processors

100
0
&

_—

Device Trafic

onfig

B VLT W R T P e
=

S 12:00 5w 16:00

Sun 00:00

Memory

8 Temperature

SlotA
MDA 1/1
MDA 1/2

Sun 06:00

Sin 12:00  Sun 18:00

(2

b

# Count

Subscribers
Active subscribers on this system
V4 hosts on this system

V6 hosts on this system

Total hosts on this system

——
——
——
——

BEEE

Sun 00:00 Sun 03:00 Sun 06:00 Sun 09:00 Sun 12:00 Son 15:00 Sun 18:00 un 21700
Now Min ax  hve
) applications 94.63n 92,77m 374.86m 99.01m
[ availability &2 LsT 280 166
£ bgp-peers 2168 9.67  33.92  22.16
 cipsec-tunnels 12lm 809.91u  2.71m 1.1
Cisco-ace-loadba  820.64u 575.78u  2.92n 586.59u
O cisco-ace-server  689.52u 544.00u  2.83n 868.28u
B cisco-asa-firews 536,70y 413.22u  1.68n 740,92
 cisco-chg 784.83u 617.03u  3.23n 979.81u
cisco-cef 820,650 691,95  4.09n 1.
M cisco-ipsec-flow  753.26u 556,80y  1.90m 882.21u
B cisco-nac-accoun  1.57m 624.90u  2.66m 965,89y
B cisco-oty 1olm 73L.00u  2.13m
M cisco-afp 95.59m 92.99% 115.20n 98.10m
cisco-remote-acc  741.75u 506,31y 2.06n 852.75u
Ssco-voice 634.43u 412.87u  1.19n 626.24u
8 cisco-vpdn 676.86u 468.02u 1.5 770.21u
core 245,430 223,480 1.45  309.65m
customoid 94.52n 91.57w 379.25m 9.5
Mentity-physical  665.78u 532.12u  2.90m 791,41
W entity-state 3.96n 91.34m 113,058 9
B hr-nib 17.43m 12,92m 1,09 53.25m
 ipsystenstats 250,620 2 122 270.60m
M ipn 95.65n 92.95m 284.88m 99.36m
1s1s 126.57% 120.18m  2.99  180.47n
B junose-ata-vp 94.00n 91.60m 385.73n 98.54m
5 loadbalancers 886.57u 458.96u  1.16n 665.05u
e 3.50n 91.45n 111.68m  95.9:
H nenpools 225.81n 214.68n 1,59 291.4:
M nib 399700 360.0lu 1,530 569.d6u
mpls 260,20 233.57 339,85 270,76
Enetscaler-vsvr 894,48y 698.75u  4.65m  1.1lm
816.06n 769.95n  2.49
ot 468,170 421,400  1.65n 665.53u
o3 1.60m  L.3dm  6.26n  2.06n
osof 2.16 .35 3
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Qoverview | Graphs
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@ Health @ Ports X3 Routing

Routing » OSPF (1) | BGP (83) | VRFs (5) I

MPLS » LSPs | [ Paths | | SDPs | SDP binds | Services | SAPS

LSP Name

4 Qrvia-
-~ CIRION-10G

- JQT-via-
[* cirion-106

ITAOL-via-
DIRETO

IndexType

2

5

primary

Admin
Oper State
State a3

seconcary[EEEED

primary

Last Change at

dhaNeighbours @ inventory [DLogs @Aers I Aertstas Sconfig 1 Latency

L#

2 months 2 weeks 1 day 17

ours 5 minutes 27 1674
'seconds
2 months 2 weeks 1 day 17
hours 5 minutes 43 1783
seconds
11 months 3 weeks 6 days
11 hours 43 minutes 32 15351
seconds.

asbr268323-azza-
inactive[[TIITTY,

bgpo2ice02-cot
active 0.0.0.0

active [EEEET 0.0.00

Bnotes.

Neighbaurs » (List) Mep

Local Port

/e

ethlag-Fran_[100G]_{}_(PSA-PSA_DCX)

vucion

ethlag-Cala_[100G] {}_(LOCAL)

/e

Drew-Sirius_{100G]_(PSA-PSA)_{}

1/1/es1
ethlag-Charlene_[100G]_{}_(DWDM_ZTE_PSA-ESP)

1/ceiL
ethiag-Charlene_[100G]_{}_(DWDM_ZTE_PSA-ESP)

seT
ethlag-Bobby_[100G]_{}_(DWDM_ZTE_PSA-PCS)

vucsn
ethlag-Bobby_[100G]_{}_(DWDM_ZTE_PSA-PCS)

12/c11
ethlag-Fran_[100G]_{}_(PSA-PSA_DCX)

121101
ethlag-Cala_[100G] {}_(LOCAL)

fran
7250 IXRX

stw-swe-bbe-cala
S6730-H4BX6C

stw-rtr-edg-bng-sirius
Juniper INP204 [MX204] Edge Router

gus
7250 IXRX

gus.
7250 IXR-x
bobby
7250 IXRx
bobby
7250 IXRx
fran

7250 IXRx

bbe-cala
S6730-H4BX6C

Remote Port

e2sn

ethlag-Drew_[100G] {}_(PSA-PSA_DCX)
100GE0/0/3

ethlag-Drew_[100G] {}_(LOCAL)

et-0/0/3
ethlag-Drew-Sirius_[100G]_(PSA-PSA)_{}
Vve2u1

100-Gig Etheret

Vyeain

ethiag-Drew_[100G] {}_(DWDM_ZTE_PSA-ESP)
vveun
ethlag-Drew_[100G]_{}_(DWDM_ZTE_PSA-PCS)
vyezn

ethlag-Drew_[100G] {}_(DWDM_ZTE_PSA-PCS)
Vve211
ethlag-Cala_[100G]_{}_(PSA-PSA_DCX)
100GE0/0/4

ethiag-Drew_[100G] {}_(LOCAL)

Qovewew |@Gapns P Heatn @rons XRouing eaNeighoous @imvenoyy Diogs @aens bl At siats

Routing 186P (1391 VRES ()| MPLS (19

Router ID Status

am

ABR

PortType  Port tate
broadcast  designatedRouter
broadcast  designatedRouter

pointToPoint ~ pointToPoint

broadcast  otherDesignatedRouter
broadcast  otherDesignatedRouter

broadcast  otherDesignatedRouter

Scomg K Laeney @notes

Status Router ID

Neighbours

a3

Device IP Address

wby-rtr-edge-jnp-om-dc-01- 1921
walterwhite

why-rtr-cgn-orn-gagarin
Why-rtr-cgn-orn-amphibla

Why-rtr-bras02-jnp-om-dc-01-
ite
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Qoverview |@Graphs @
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Device Trafic

Routing » ISIS (5) | BGP (82) | VRFs (7) | | MPLS (25)

ath @ Pors XRouing  adaNeighbours @ imventory Diogs @ Alens

VRFs » Basic | Graphs: Bits | Unicast Packets | ( Non-Unicast Packets || Erors | Etheriike

Neighbours » List | | Map

o VRF Description RD Interfaces
(-] 15+ gus 7250 IXRx Nokia SR OS (TIMOS) 23.10.R3 [ESP-SW - EspiritoSantoPinhal/SP-BR - [ -22.193142851374375, -46.74970867416944]] Base B system,Loip  miloc-grogu-01,ip  ve-cluster se, Lo ip
S o Device Traffic interface interface, grogu .'menaceh
.2 g' E o [srw-m-edg-nng-sirius 1 1 m
T =5 73 — - e T e inarace
\— -} 1)) ve-spo_fla sec 1,Lo mi-ext-tritelcables-  lo-1 l-u, Lo ip
c [=] : . . ip interface, ip 01, ip interface, interface, ip interface
— = Y= % interface 5
- c e ip_[70g] {i sao
[ o : L = L < VYORNIT e iniertace
— I i e memwe e miextpni 0L ip  lag-25 3352, Ip les-cust-azza-01,
(8} interface, interface, ix-spd_vé unknown, ip
pni_[100g) {circuit- interface

pni-aws-02, ip  mi-ext-trt-tisparkle-
IX-SP4_v4 fface, aws: 01, ip interface, ve-

I %0g] {circuit-  sparkle s
00GE0/0/2<7 ¥
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07
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e —— \ip interface, rni-ext-pni- >
yre: loki- 01, ip interface, pni:
s _[50q]
= @ y Dias @ - B
) MPLS » L.
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Z SDP Id Destination Type LSP Type Description Admin State Oper State Admin MTU Oper MTU Last Mgmt Change at Last Status Change at
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[ dofid Id b d
Q2 2 ntc-swe-bbc-raphael mpls Idp or-bbe-r o o
T 1 0000 mpls Idp (5| m
' stw-swe-bbe-cala s ldp =] [ ]
16 stw-swe-bbc-capella mpls Idp c-capelia
% bb 1L I bb
8  outrtr-edg-subzero mpls Idp o o
5 wnt-swe-bbe-med-buda 2 e ]
= wnt-swe-bbe-sr-sati o o
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Overview Devices Maps Services Ports Health Wireless Apps Routing Alerts
= pashboard E - Devices

¥ Plugins =
& Tools | [-7.1562382,-34.8564269]

1Pv6 Address | MAC Address | ARP Table | @ cbj-tv-tangram_jp | WISI Tangram | 3.2.8
| GTOLW with 1 pori(s) | H.E. Cabo Telecom JPA - Joao Pessoa/PB-BR

& ivenms 00:03:98:09:1a:26

R Eventiog

@Syslog £ v| MAC Address v | Value

(3 Graylog
® Inventory
\d Outages Vendor IPV4A..  Port
ICANN, IANA Depart... 192.168.1... Eth-Trunk0
Q IPv4 Address
Q IPv6 Address
Q MAC Address

Q ARP Tables
Q FDB Tables :48:. Dell Inc. 192.168.1... Eth-Trunk3

Extreme Networks H... 187.111.2... Eth-Trunk0
VMware, Inc. 192.168.1... Eth-Trunk0

Dell Inc. Eth-Trunk3

Lineage Power XGIi0/0/15 ...

Dell Inc. 192.168.1... Eth-Trunk2
00:26:b8 = Dell Inc. Eth-Trunk2
00:40:9d i DigiBoard 192.168.1. XGi0/0/2 *
64:9d:9¢ i Fs Com Inc XGi0/0N2 ...
e8:ad:cl x Deep Sea Electroni 192.168.1 XGi0/0/14 ...
f0:4d:a2: Dell Inc. Eth-Trunk4
00:00:5¢ = ICANN, IANA Depart... 192.168.3... Eth-Trunk0

00:00:5¢ K ICANN, IANA Depart... Eth-Trunk0

Search ‘

Descri...
lag-mandi...
lag-mandi...
lag-mandi...
lag-Dell-2...
lag-Dell-2...
eth-retifica...
lag-Dell-R...
lag-Dell-R...
eth-retifica...
ethl-Chav...
eth-Gerad...
lag-Dell-R...
lag-mandi...

lag-mandi...

First seen

2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36

2024-11-07 21:47:36

Last seen

12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago

12 hours ago

00:03:9¢ b isi XGi0/0/5

eth-Tangra...

2024-11-07 21:47:36

12 hours ago I

00:03:98 X i XGi0/0/5
00:03:98 i i XGi0/0/5
00:03:98 i isi XGi0/0/5
00:03:98 i XGio/0/s
00:0c:29 K VMware, Inc. 192.168.1... Eth-Trunk0
38:c8:5¢ E Cisco SPVTG Eth-Trunk0

e4:11:5b K Hewlett Packard 192.168.3... Eth-TrunkO

eth-Tangra...
eth-Tangra...
eth-Tangra...
eth-Tangra...
lag-mandi...
lag-mandi...

lag-mandi...

2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36
2024-11-07 21:47:36

2024-11-07 21:47:36

12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago
12 hours ago

12 hours ago

Apps Routing  Alerts

rr—

. bbn.rtr-cor-edg-yoda | Juniper JunOS | 22.1R3-54.4
Juniper JNP10003 [MX10003] Edge Router with 243 port(s) | PIX Eletronet - Sio Paulo/SP-BR [-23.632956,
-46.711909)
oxaa 0700U (bbn-rtr-edg-grogu) | Nokia SR OS (TIMOS) | 24 3R1
7750 SR-1 with 50 port(s) | PIX Eletronet - Sio Paulo/SP-BR [-23.632956, -46.711909]

Ports

Devices

@ 1216 — bbn-rtr-bng-cgn-caruso
ethlag-Grogu_[100G] {} (Local) (1/2/c6, IP interface, ethlag-Grogu_[100G] {} (Local))
® 112i¢6 — bbn-rtr-bng-cgn-tasha

@ vpr-MGMT-Grogu 1000 — bbi
MGMT: Grogu

@ vpr-MGMT-Grogu_1000 — bbn-rtr-bng-cgn-tasha

MGMT: Grogu

@ ni-LOC-Grogu-01 - bbn-rir-bng-cgn-tasha

CORE: [300G]._{}.( (mi-LOC-Grogu-01, IP interface, CORE: [300G]._{} ()
@ mi-LOC-Grogu-01 — bbn-rtr-bng-cgn-caruso

Grogu (mi-LOC-Grogu-01, IP intertace, Grogu)
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= pashboard

¥ Plugins

& Tools

A Eventiog
@ syslog
(@ Graylog
® Inventory
! Outages

Q IPv4 Address

Q IPv6 Address

Q MAC Address

Q ARP Tables

Q FDB Tables
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous
bbn-rtr-cor-edg-grievous

bbn-rtr-cor-edg-grievous

| PartNo| Al Parts ~

A Description

Juniper INP10003 [MX10003] .

PEMO
PEM 2
Fan Tray 0
PEM 1
PEM3
Fan Tray 1
Fan Tray 2
Fan Tray 3

FPC: LC2103 @ 1/*/*

‘ ‘ Serial No

Part Name
JNP10003-CHAS
JNP-PWR1100-DC
JNP-PWR1100-DC
JINP-FAN-3RU
JNP-PWR1100-DC
JNP-PWR1100-DC
JINP-FAN-3RU
JNP-FAN-3RU
JNP-FAN-3RU

JNP10003-LC2103

MIC: 6x QSFPP 40GE PIC @ ...

MIC: 12x QSFP28 100GE TIC ...

PIC: 6xQSFPP @ 1/0/*
PIC: MIC1 @ V1™
Routing Engine 0
Routing Engine 1

CcBO

CB1

JNP-MIC1

JINP-MIC1

JNP10003-RE1-BB

JNP10003-RE1-BB

QSFP-100GBASE-SR4 @ 1/1/0 QSFP-100GBASE-SR4

QSFP-100G-SR4-T2 @ 1/1/1
QSFP-100G-SR4-T2 @ 1/1/2
QSFP-100G-SR4-T2 @ 1/1/3

QSFP-100G-SR4-T2
QSFP-100G-SR4-T2
QSFP-100G-SR4-T2

QSFP-100GBASE-LR4 @ 1/1/4 QSFP-100GBASE-LR4

QSFP-100GBASE-LR4 @ /1/5 QSFP-100GBASE-LR4

QSFP-100GBASE-LR4 @ 1/1/6 QSFP-100GBASE-LR4

QSFP-100G-SR4-T2 @ 1/1/7

QSFP-100G-SR4-T2 @ 1/1/8

QSFP-100G-SR4-T2

QSFP-100G-SR4-T2

‘Devlce‘ bbn-rtr-cor-edg-grievousx  ~ “ Search ‘

Part No

750-074276
740-066938
740-066938
760-069329
740-066938
740-066938
760-069329
760-069329
760-069329
750-066879
BUILTIN

750-068806
BUILTIN

750-068806

750-067071
750-067071
MJ-QSFP100G-SR4
740-061405
740-061405
740-061405
740-058732
740-058732
PRE-QSFP28-LR4
740-061405
740-061405

| ©

Serial No
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Multiplay Dynamic 106 devices.sysName LIKE 'MPY-TV%'

= All Devices
BB Device Groups

Q Geo Locations
devices.poller_gr

BB Manage Groups Temp all OLTs and Routers Dynamic 2776 View (devices.os LIKE '%zxal0%' OR devices.os LIKE '%zxds|%' OR devices.os LIKE

282 Device Dependencies IN MG & SP ‘%smatax%’ OR devices.os LIKE '%6nokia-isam%’ OR devices.os LIKE ‘%exa%"

¢ virtual Machines OR devices.os LIKE '%sims%' OR devices.hardware LIKE ‘%JNP%' OR
devices.hardware LIKE '%timos%' OR devices.hardware LIKE '%ne4%’ OR

<+ Add Device devices.hardware LIKE '%ne2%' OR devices.hardware LIKE '%1002%' OR

ﬁ Delete Device devices.hardware LIKE '%NetEngine 8000%' OR devices.hardware LIKE

———————— '%ASR9k%' OR devices.os LIKE '%timos%’ OR devices.os LIKE "%Fiberhome%’)

OR (locations.location LIKE '%6MG%' OR locations.location LIKE '%SP%')

devices.os = "ex;
Dynamic 171 View devices.sysName LIKE '%-tv-%"
OLT Cdata devices.os =
devices.os LIKE Yedatacom%’ AND devices.sysName LIKE %olt’

OLT Fiberhome devices.os LIKE "%Fiberhome%"

OLT Fiberhome - AN5516-  -> OLT devices.os LIKE "%fiberhomed%’ AND devices.hardware LIKE '%AN5516-01%'
01 Fiberhome
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Lists: | Detail Graphs: Bits | CPU | Load | Memory | Uptime | Storage | Disk /O | Poller | Ping | Temperature
Agent ~ Remove Search | Remove Header

[T - |E

Lint: Basic|(BRH) Graph: s | CPU Lo | Memory | Uptime | Scrge | Disk 0 | Polr | Ping | Temperare | search | Al vv| aios- | All Versions ~ | All Platiorms = | Al Featuresets = | All Locations ~ | All Device Types ~

Agent Update URL | Reset |

‘ 2 504 Device Group: InBA

Search | All v|v| AlOS~ | AllVersions ~ | All Platforms ~ | All Featuresets ~ | All Locations ~ ‘ All Device Ty| Status ¥ Device Platform Operating System Up/Down Time
Update URL I Reset ‘ out-swe-bbe-nightwolf S6720-54C-EI-485-DC  Huawei VRP 2yrs 9mos 3w
Da1GE GrGEBLITEA out-swe-bbe-quan_chi $6720-30C-E1-245-DC  Huawei VRP 4mos 2w 6d
oout-swc-bbc-skarlet $6720-30C-EI-24S-DC  Huawei VRP 1yr 9mos 1w
svid M Device Platform Operating System Location
out-swe-bbe-sonya_blade $6720-30C-EI-24S-DC  Huawei VRP 3mos 5d 20h
a7 g outswebbe-nightwolr $6720-54C-  Huawei VRP POP-01 - Eunapolis/BA-
Nwe 10 49 El48SDC 5170 BR-[16. out-swc-bbe-sheeva S6720-30C-E1-24S-DC  Huawei VRP 8mos 2w 4d
(=] (V200R021C00SPC100)
-] [V200R0215PHO06] out-swc-bbe-sektor S6720-30C-E1-24S-DC  Huawei VRP 2y1s 7mos 1w
.2 g“ & $6720-30C-  Huawei VRP S6720-30C-E-24S-DC  Huawei VRP 2yrs 9mos 3w
(3) 52 EI24SDC 5170 Arraial_D'ajud
0 -} (V200R021C00SPC100) out-rtr-edg-scorpion NE4OE-M2K-B Huawei VRP 1yr 1mo 1w
[ o [V200R021SPH006]
— = out-cgn-nat-triborg TH1040 A10 Networks 2yrs 6mos 1w
1= $6720-30C-  Huawei VRP Mirante -
— El-245-DC 5.170 Santa_Cruz_de_Cabralia out-cgn-nat-ermac TH1040 A10 Networks 2yrs 6mos 1w

(V200R021C00SPC100)

[V200R021SPH006] out-rtr-bng-reptile NE20E-S2F Huawei VRP 4yrs 6mos 4d
$6720-30C-  Huawei VRP Bahianao -
El24S-DC 5170 Porto_Seguro/BA-BR -

(V200R021C00SPC100) out-entro-pop-01-eunapolis CCR1036-8G-25+ Mikrotik RouterOS 2w 2d 20h
[V200R021SPHO006]

out-swe-bbe-shinnok dmSwitch4100 Datacom 8mos 3w 1h

o000 Tnawe e o out-ftth-arraial CCR1036-12G-4S Mikrotik RouterOS 1mo 3w 5d

EI24SDC 5170 Ponto_CentralBA-B
(V200R021C00SPC100)
[V200R021SPH006]
$672030C-  Huawei VRP Escritorio -
El24SDC 5170 Porto_Seguro/BA-BR out-entro-01-bahianao-centro RB2011UIAS Mikrotik RouterOS. 3mos 5d 20

(V200R021C00SPC100)
[V200R021SPHO06] out-entro-mirante-cabralia RB2011UIAS Mikrotik RouterOS 3mos 2w 4d

out-ftth-trancoso CCR1016-12G Mikrotik RouterOS 4mos 3w 3d

out-entro-cust-cameras-pm CCR1016-125-15+ Mikrotik RouterOS 1mo 1w 6d

aco
aco
aco
aco
aco
aco
ao
ao
aco
aco
aco
aco
aco
aco
aco
ao
aco
ao
aco

$6720-30C-  Huawei VRP 2yrs9mos  Predio-Acesse - out-entro-corporativos-porto-seguro RB1100AHX2 Mikrotik RouterOS 1yr 1mo 2w
El24S-DC 5170 3w Vera_Cruz/BA-BR

(V200R021C00SPC100)

[V200R021SPHO06]

~scorpion NE40E-M2K-B Huawei VRP 1yrimo 1w POP-01 - Eunapolis/BA-
2 8220 BR-[-16. > &
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Highlight Node  None

Alert Rule :: & Docs.

Rule name

importfrom + |

Severity
Max alerts
Mute alerts
Recovery alerts

Match devices,
groups and
focations list

Transports

Procedure URL

Device: Down! - RE - BA

[ devices.ast_potied + | | greater or equal v‘ “DATE_SUE(NOW(),[NTEW‘

Delay‘ 3m Interval \ 10m

OFF Invert rule match ‘ OFF ‘

OFF Acknowledgement alerts - |

l All devices OFF ‘

exceptin list

[y
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Exemplos - Localizacao

SNMP syslocation

NMS & ovenie

Location

Sell

EQUINIX

/) be-bre-sp2-kaiser

bc-bre-sp2-dm-careca
134

-I2-racknovo-temporario
1

why-swe-bbc-bre-sp2-dm-jaegerlecoultre

@ Forts

A Coordinates

P Health 7 Wireless

419, -46.80943

VO | Poller | Ping | Termperature

A Metrics

Equinix - SP2

Sao Paulo/SP-BR -

§

3 Routing 2 candrez

Devices Actions

[ETrfe £ Eot (WDl

e Trafic  # Edit [EOEEE

&P 4 et [WOEEE

&Tafiel £ Edit (W OeetE

I

- Update URL ~ Reset

Location

Equinix - S

=
a
g

Actions

=
>

=]
>

=]
P

==}
=

Bl

@
=

e PO PO PO PO
&6 O O 6 GO

@
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Exemplos - Portas

A descricao € importante
TAG: NOME [VEL] {ID} (COMENT

=
o Q
Lo
..8
Z
E
=B
=
Q Q
= =
C o
=h
Q
O
7
o
D

Sun 18:00

Bits/sec

[ cbn-rtr-edg-qui-gon-jin
[ eth-trunkl1,2484

[ asbr268323-azza-bgp02/c
[ transit: n

[ cbn-rtr-edg-qui-gon-jin
M eth-trunkl.3356

B omar

- >
Mon 00:00 Mon 06:00 Mon 12:00
Now Avg Ma>
In 34.,63Mbps 34.33Mbps  139.72Mbps
Out 637.51Mbps 739.73Mbps 2.43Gbps
In 182.01Mbps 272.92Mbps 716.86Mbps
Out 29.67kbps  230.88kbps 2.92Mbps
In 14,00Gbps 11.82Gbps 21.67Gbps
Out 4.90kbps 4.99kbps 6.06kbps
Tn 1.80Ghns 1.41Ghns 2.51Ghn<

Os 6 primeiros sao predefinidos

Py N
“8= Customers

@ L2TP

Transit

K& Peering

‘f Peering + Transit

¥ core

5 Tt

&P Tt

> Tt
& Tt
& T

p Trt 10

> Trt t

& Trt_
) Trt.
> Trt_ n

9 Trt

2 Tt

&) FNA,GGC,0CA AANP,ANA

) FNA
» GGC
) OCA
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$55 LIDreNMS M overview 5B Devices MBMaps Bg Services @ Ports % Health 7 Wircless S Apps X3 Routing @ Alerts & ibrenms KB ‘G]ubaISearch

@l ) (sla]

A Device Interface
cnx-rtr-edg-ne-maradona Eth-Trunk1.236
cnx-swc-bbc-etva-ronaldinho XGigabitEthemet0/0/5

cnx-swc-bbc-etva-ronaldinho

enx-swe-bbe-aal-higuita Vianit236
cnx-swe-bbc-aai-higuita Vianif1362
cnx-swe-bbc-aal-higuita Vianit1363
lg cnx-swe-bbc-aal-higuita Vianif1461
.2 o cnx-swe-bbc-aai-higuita Vianif1300
© -g cnx-swe-bbc-aal-higuita XGigabitEthemet0/0/1
E e enx-swe-bbc-aai-higuita igabi 1G-P
E bbn-swe-cor-loki Bundle-Ether12.1362 26
-—

bbn-swe-cor-loki Bundle-Ether12.1363 26
bbn-swe-cor-loki Bundie-Ether12.1700 5G
bbn-swe-cor-loki Bundle-Ether12.1701 56
cnx-swe-bbc-etva-ronaldinho Vianif1462 500M
cnx-swe-bbe-aai-higuita Vianif1462 500M
cnx-swe-bbc-vgs-pirlo XGigabitEthemet0/0/13 500M
cnx-swe-bbc-vgs-pirlo Vianif1300 500M
cnx-swe-bbe-aai-higuita Vianif1464 1GPecentilsG
cnx-swe-bbc-etva-ronaldinho Vianif1464 1GPecentilsG
cnx-rtr-edg-ne-maradona Eth-Trunk1.2432

cnx-swe-bbc-mmm_pop1-messi Vianif236

.

29 Nov . Week 45 Week 45 Veek 47  Week 48 " 02 oct 2a
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Exemplos - Mapa

fAENXRN

Itapetininga

Sorocaba.

o Availability
Samamby
2maml @ Device Groups Dependencies
i wzif s Network
.’ Geographical
BB Device Groups Maps
#% GTERS3
Caldas
Novas o
# Custom Map Editor
# Edit Current Map
Cat.
7% [l custom Node Image Manager
Araguar' i
Patos de
Uberlandia Minas
Uberaba Araxé
S Nova Sgnarm
Divingpolis
Fh}rn(ﬂ
Barretos
Passos
wva
® Vavras
Ribeirao, Preto
Araraquara e yorguns
S Tfos
S0 Garlos i S
Leme Entei
Jag, i 0.48%
i Rio Claro b7
F_| Mogiduact
P
Piracicaba f 128 %an
Botucatu 7\ SCampinas .
5 Ve radanga
A, S 25.63%
Indalatuba s Jugkdial TaUbaté
31 ¥5 74% 30,
Totaid Sa0,José dos

Caiiipos
Sa lo
Groguintos

Caraguatatuba

Itanhaém

Montes Claros

Ribeirdo Itabira
das Neves

Belo Horizonte

Conséiheiro
Lafaiete
yba
Barbacéna
Juiz de Fofa

Volta Redonda-—Pirdpolis

itaguai®

Angra

dos Reis.

Riode Janeiro

Tesfilo
Otoni
Governador
Valadares
atin 10.4%
Ipaticoa, Colatina  Linhares
Espirito Santc
Vitéria
Guarapari
Cachoeiro
Muriaé de Itapemirim
Itaperuna
Campos dos
Goytacazes
Macaé
Cabo Frio

Sipois
S

Suicune Porto Sea

Thixeira
df Freitas

$30 Mateus

T —
evice Trafic

A5 Haw VRE 5,170 (VIODROZICOOSRE1C0) [VZ0ORC215FHCOS] (PO

- CAUBANG-BR -
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EXLiDreNMS A overview evices @ Health 7 Wireless &2 Apps 3 Routing (@ Alerts
o)
i ¢ !
+ Shoyfeauy cassio {
b Patrocinio. Capitdlio K
- Paslista o>
. {
Coliga MorroAgudo_ OTdhdia Passos
A Guapé.
S30)os
ApingfBis ot
Bitatais S30 Sebastito ey
Bebad / doriait, = lichea
5 Brodgwski 2 Rio Claro
o WMW‘,J ARinspolis
) Ttamogi Conceigao ogeranca
\ v/ e L da Aparecida SR s
\
Ban “Ribeirdo Pretoy Monte Santo
\ B! S Lsemana de Minas 8
S 9 erais
e ans—labdaT ) 2 o 5
Wonte A i ol 3 4
v Serra Azul i Mofie Belo
: Guariba | Praddpolis e | 4 3 nas
Taquarititga \ {
o ‘ \ 9 { 3
SoSimao  SanaRosa P2,
3 / de Viterbo
Py
| > [ Ao 2
: [ R o3
| L@ dia 3 E
N / \;. -Sant To 3
Américo Brasiiense. Quatro
b ~8L
< og0 Fflhdo
Avacaduars o cruz : A% 57 ¢
o Portolferreira I aImeiras d
{ s
o\ 2 4 f F
80a Esper; \
\ L\
Ribeiragggfito. \ e Indradas.
5 \ \ 2
ocaina
ol
) o 3
" | ita Pedra
T = Bordada. 5
o7 \ 5) Hw c 2
) R ) ~ [ 4 schoers
Dois Corregos : 5 uagu de Minas
= laro
/ el p i _ltapica fonte Sido.
ra Bonita Corseicop: ngenheiro— Bom Repou; =
Charqueada
Saopedro Paraisépolis
B\ arur Hogueks Antorio Socorro el
/ sse - Serradlla bui v
Cosropolis |
h deirre Lo frosny Amparo
anuel sohif Piracicaba~._ - Campos do,
5 anucaio Jordao
B hatzinho 7 PR
Rio das Pedras 5 ('\

enuenios” | Consel
de Minas Laiggle
Candeias. {
po Belo sdoTiago Lagoa Dou
\ Corandat
%Sy mfumw ¢ Alto Rio D
L ¢
Pergats 2 P Dores de Campos.
A v q Z
; 2 g Barroso \
$ ( Barbacena
Nepomu i
epomuceno &3 (-
/ LIS Antonio Carlos
L 2 \
o 2 ®tos gumont
hok \‘ N
J o | Y
= arpaigit _§
Juiz
3 \
crta Eoaine 3
Mat
do Rilferde S
; Somjardim
8 AT gevipas
<10 kenco
\
16
e
PidiBuatro < ’ /va
1 porto Réal\, Yassouras  p1y do Alf
. ssend
P ;/Resendé'\ 5 il
; : Sl 5
A U —Blologica
crueiy 2 do Tingio
-~ Piqete X7 /
Cachobira v
Paiiia SV
b “Queimados
4 Du\q
‘Apardeida //‘j > pensceiap

o
S
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02
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04
05

Exemplos - Billing

06

+ Create Bill Current Biling Period v All Types v | All States Q e 1 o s0~
Billing name Type  Allowed  Inbound Outbound  Total 95th Percentile  Overusage  Predicted
Upstream, CDR 20 Gbps 0 bps 0bps 165.38 GB 0 bps b 0 bps I Edit
2024-12-0 -12-31
Upstream CDR 20 Gbps 5.25 Gbps 88 Gbps 161.03 TB 5.25 Gbps - 26.24 bps (N & edit
2024-12-0 -12-31
Historical Usage
Upstream, 4 P CDR 70 Gbps  134.8 Gbps  16.62 Gl g
2024-12-0 -12-31
Upstream, CDR 3 Gbps 618.87 Mbps 5.87 kb
2024-12-0 -12-31 w010 s 58437
‘ 02167
° Upstream, CDR 150 Gbps  152.35 Gbps 26.02 Gb %m ®
—1o- Z19-3 mas2T
] 2024-12-0 12-31 s o
(3 G20t 160037 | ]
(] Upstream o CDR 10 Gbps 0 bps obf 2 ’—H_‘ ‘ - oar - O
- o 2024-12-0 ~12-31 e _ 480916 11T 23871 3187 T ®
= 7] bec 2024 Nov 2024 Oct 2024 Sop 2004  fug 2024 WL 2024  Jun 2044 My 2024 Apr 204 Mar 2024 Fob 204 Jan 2024 i
8 O ustream 2t cor 20Gbps 35,18 Gbps  10.66 kb u i @ Tl bl Tl B Tl st — Tl el g
e sy 555
= 2024-12-0 12-31 E
8 Upstream CDR 10 Gbps 0 bps 0b period Type Allowed  Inbound Outbound Peak Out  Peak In Total 95th o%ile Overusage ¥ show details —
2024-12-0 12731 2024-12-01 to 2024-12-31 COR  20Gbps  5.25Gbps  183Gbps 110456  25204G  16103T  5.25Gbps 5 - ot
Upstream, 1 CDR 15 Gbps 0 bps 0bj 2024-11-01to 2024-11-30 COR  20Gbps  5.37 Gbps 1.52 Gbps 12061G  740.97G  547.15T  5.37 Gbps - [ ol
2024-12-0 -12-31 2024-10-01 to 2024-10-31 COR  20Gbps  335.4Mbps  2.11 Gbps 163.586G  27.19G 28462 T  2.11Gbps o | ol
Upstream, le CDR 60 Gbps  23.88 Gbps 7.17 Gb) 2024-09-01 to 2024-09-30 CDR 20 Gbps  32.84 kbps 4.42 Gbps 337.53G  86.45M 58437  4.42 Gbps - [ Ll
024-12-01 to 2024-12-31
Bill: Upstream_Aloo
il Information comrtr-edg-aui-gon-fin 3 €6kt <oy (2061
Description | Upstream_ i
A Gh-swc-ac-elnor 3¢ KGgaBEhemeto/0/e7 - Tre_
sing Type @ CoR 88th O qusts 11061 (94)_0) 3ser  SSe 7S S  11Se 13Sep  15Sep 17 Sep 190Sep 21 Sep 23 Sep 25 Se 27 Sep  20Sep 1 0ct
o8 olachis per second (Ghns) ad Add Port o Traffic total [ Traffic In [ Traffic Out
s e e Device invalic hostname
wngoay 1
hon .
Optional Information
Custorne Fafrence Tt e
a7 o Lo
s Rafrence mmhr H’“””” Hm H {i-
77r 75578297733 T 17162172778 4965 T2 T 717 8B TIN T8 T
HH\‘ [ anH 0 s s s
2 3 s 2 24
ep S Sop Sop Sep Sep b Sop Sep Sep Sep Sop Sep Sep Sep Sep S Sep Sep Sep sep sep Sen sep S b sen sep sep Sop
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02

Introdugao

03

Contexto

< n O
o o o
‘(:, “[I‘. ‘[l
\ Oxidized Integration

AZM%BEPTI=2X0 2%

API| Access

T s a e

‘ BB Poller
J DA iy B8 APISetings
e [ @ Refresh in 227 8 #P10ocs
| @ About LibreNMS

=
T o
o WS
© o
=S N i
© o5 o
(= O
= b
o £ source:
(8]

default: http
debug: false
http:

url:\ http: //192_30/api/v0/0xidized

map:
name: hostname

model: os

group:\ group
vars_map:

ssh_proxy: ssh_proxy
headers:

x-Auth-Token: " df s/

Configuragao do Oxidized

Remove

[
e
"

Entregue pelo LibreNMS para o Oxidized

"hostname": "192 -9" 5

. : "vrp",
"ip": "192 Fg )
"group”: "backbone

10 S
"os": "vrp",

“ip": 192 "

"group": "backbone"

"hostname" :

“hostname": "1 NG 1",

os": "junos",

vip”: 1 1"

"group": "cabo"

"hostname"”: " 19_ 70",

os": "vrp"

nip: "1 0",
"ssh_proxy": "17 ] NG5,

"group": "backbone"

"hostname": "19_4" 5

"os": "iosxr",
vip: " 19
"group": "backbone"

07

Alarmes

Contexto

08

FIM

Contexto
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=
-}
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-
=

sysName ~ /~wnt-/ ssh_proxy < 189,

sysName ~ /Nip3-/ ssh_proxy < 187.

sysName ~ /~rsn-/ ssh_proxy < 187.

sysName ~ /~spc-/ ssh_prory < 177,

sysName = /ntc-rtr-bng-splinter/ ssh_proxy < 127,
Edit Map Rule

sysName = /~ntc-/ ssh_proxy < 186,

Source

ssh_proxy < 177,
Edit Map Rule
ssh_proxy < 127,

Replacement airfiber Seurce

— ssh_proxy < 189,

Target ssh_proxy < 187.

Replacement

ssh_proxy < 187,
ssh_proxy < 177,
hostname = /19:¢ 26./ ssh_proxy < 127,
Edit Map Rule
sysName ~ /"stw-/ group < starweb

sysName ~ /"out-/ group < outcenter

sysName ~ /~crt-/ group < cortez

Target hardware

sysObjectlD
Replacement sysName sysName ~ /~cnx-/ up < CONexao

sysDescr
location sysName ~ /~cbn-/ group < cabo
ip

poller_group

SHCEHENENE R
X X X X X

&
X

REHENE
X X X

&
X

ENER
X X
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02
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04

Configuracao

s% cbn-rtr-edg-qui-gon-jinn

H.E. Cabo Telecom - Natal/RN-BR [-5.837685, -35.213515]
HUAWEI

Qoverview |8 Graphs %P Heath @ Pors [MsLAs EBVLANs 3 Routing  gfa Neighbours

ul Atert Stats | = cConfig 2 Latency B Notes

Oxidized

Node List  Config Search  Oxidized config validation

Hostname

shstP @inve ica

Why-swe-bbe-ppz-d-hecode
why-swe-bbc-bas-ballvatch

way-1r-bng-papvilaresende

Config version

+1 11 2024-11-19 19:44:41 -0300

way.rir-bng-pappajussara

Node: 192

1P: 192.

Model: VRP

Last Sync: Tue, 03 Dec 2024 15:00:44 -0300
R

Message: update cabo/192.

Hide lir

diff --git a/102. 9 b/192.
index 82f45b9..c8add19 100644

--- a/192.

+++ b/192. 9

@@ -58,8 +58,8 @@

#7 CLK Present Registered Normal OTHER ©
#

Master

!Software Version V80OR0O12C10SPC300
-!last configuration was updated at 2024-11-27 19:04:08+00:00 by
-!last configuration was saved at 2024-11-27 19:09:08+00:00
+!Last configuration was updated at 2024-11-16 01:59:29+00:00 by
+!last configuration was saved at 2024-11-16 02:09:56+00:00 by

#
fib-miss-report enable

#

@@ -1663,13 +1663,14 @@ bgp 65399
group ng_Confed_NTL_v4_Test internal
peer ng_Confed_NTL_v4_Test description "Confederation Natal/RN"
peer ng_Confed_NTL_v4_Test connect-interface !nnnRacka

- peer ng_Confed_NTL_v4_Test password simple A 9

way.rrong papcotia
way-tr-bng papoelavisa
revor
o2

Last Update

2024-12.03 15:01:46 03

2024-12.03 151618 03

202412.03 151616 03

202412.03 151318 03

202412.0215:1322 03

2024-12.03 151318 03

202412.03 151318 03

202612.03 15:0045 03

2024-12.03 15:01.00 03

2024-12.0315:0021 -03

202412.02151222 02

Model
SROSMD

Datacom

Datacom

Routeros

Routeros

Routeros

Routeros

VR

SROSMD

vep

Search

Oxidized

Node List ~Config Search  Oxidized config validation

google

Config appears on the following device(s):
bbn-rtr-bbe-sidious.tecnet.com.br
spe-tw_viasat_snet
cnx-swe-bbe-moc-zidane
‘Wby-rtr-edge-{np-om-dc-01-waltenwhite
out-cgn-nat-boraicho.
out-cgn-nat-triborg

tec-rtr-bng-corona
crt-cgn-nat-acc-sil-misa
crt-cgn-nat-acc-si-misa

stw-rtr-dofida.

‘wnt-rtr-edg-afn-bellwood
out-cgn-nat-ermac

o|[slEEEE

IEENES
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Filter: | All Messages ~ H All Devices ~ H Log Level

VH Search all time

-3

origin Timestamp

bbn-rtr-bng-cgn-tasha 2024-12-08
09:12:08

bbn-rtr-bng-cgn-caruso 2024-12-08
09:12:06

bbn-rtr-bng-cgn-caruso 2024-12-08
09:12:06

bbn-rtr-bng-cgn-caruso 2024-12-08
09:12:05

bbn-rtr-bng-cgn-caruso 2024-12-08
09:12:05

jorginho 2024-12-08
09:12:93

192.168.126.82 2024-12-08
09:12:85

Level

Source

bbn-rtr-bng-cgn-tasha

bbn-rtr-bng-cgn-caruso

bbn-rtr-bng-cgn-caruso

bbn-rtr-bng-cgn-caruso

bbn-rtr-bng-cgn-caruso

jorginho

=

Message

«186>Dec 8 12:24:11 192, 7 TMNX: 3557624 vprn488
SECURITY-MAJOR-mafEntryMatch-2019 [MAF Ip Filter Entry:
20]: Description: There have been 3 matches since the
previously logged match. Interface: lag-206, action: permit Src
1P: 192, 1Dst IP: 2¢ lags: 0 TOS: cO TTL: 1
Len: 80 Protocol: 89 Hex: 02 05 00 2c cO a8 7e Of 00 00 00 00
00 00 00 02 00 00 01 10 00 46 Oc 50 00 06 02 01 cO a8 7f 76*

<188>Dec 8 12:24:11 192, 'S5 TMNX: 8694143 Base
SYSTEM-WARNING-tmnxConfigDelete-2008 [LDP]:
vRtrLdpNgSessionTable: Virtual Router 1, Peer 192 1:0.
managed object deleted

«188=Dec 8 12:24:11 192 75 TMNX: 8694142 Base
SYSTEM-WARNING-tmnxStateChange-2009 [LDP]: Status of
vRtrLdpNgSessionTable: Virtual Router 1, Peer 192 1:0.
changed administrative state: outOfService, operational state:
outOfService

<188>Dec 8 12:24:11 189 2 SR1-Caruso: 27865554
Base SYSTEM-WARNING-tmnxConfigDelete-2008 [LDP]:
vRtrLdpNgSessionTable: Virtual Router 1, Peer 192 1:0.
managed object deleted

«188=Dec 8 12:24:11 189, 82 SR1-Caruso: 27865553
Base SYSTEM-WARNING-tmnxStateChange-2009 [LDP]: Status
of vRtrLdpNgSessionTable: Virtual Router 1, Peer
192.168.255.1:0. changed administrative state: outOfService,
operational state: outOfService

«190=Dec 8 2024 12:24:10 CNX-SWC-TY-SIV_ALEGRA-
JORGINHO 969601SW_SNPG/6/PORT_LEAVE(I)[2737215]: Querier
received an IGMP Leave packet. (Group/Port=23I 3)

«186>Dec 8 12:24:10 192, 12 TMNX: 2043741 vprn488
SECURITY-MAJOR-mafEntryMatch-2019 [MAF Ip Filter Entry:
20]: Description: There have been 4 matches since the
previously logged match. Interface: lag-105, action: permit Src
IP: 192, 4 Dst IP: 2¢ Flags: 0 TOS: cO TTL: 1
Len: 80 Protocol: 89 Hex: 02 05 00 2c c0 a8 de 05 00 00 00 00
00 00 00 02 00 00 01 10 00 28 57 5d 00 Da 02 01 cO a8 7f 76*

Facility
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destination d_librenms {

program(“/opt/librenms/syslog.php" template
("$HOST||$SFACILITY||$PRIORITY||$LEVEL||$TAG||$R_YEAR-$R_MONTH-$R
DAY $R_HOUR:$R_MIN:$R_SEC||$MSG||$PROGRAM\n")
template-escape(yes));

Syslog
Syslog-NG
RSyslog
Logstash

§ Syslog
£ Hook

Sconfig['os['asa]['syslog_hook][] = Array(‘regex’ =>
'/ %ASA-(config-)?5-111005/', 'script’ =>
'/opt/librenms/scripts/syslog-notify-oxidized.php');

Q  mpls

- 2024-12-07 09:56 08 09:56 Filter

Timestamp Vv Level Hosthame Program Message

2024-12-08 6 cnx-rtr-edg- SHM|
09:56:00 ne-pele
2024-12-08 6 cnx-rtr-edg- SNM|

ne-pele

PTRAPD NOWNz [UDP: [192 6]: >[192.

41344) 2Us 0ays, 1 4#UL15NM

2]: #0125NMPw2-

pTin

PN-STD-MIB: : mplsL3VpnYyrfNumyrfRouteMaxThreshExceeded#011MPLS-L3VPN-STD-
MIB: : mplsL3¥pnyrfPerfCurrumRoutes. "vr-Mgmt-EXT" = Wrong Type (should be Gauge32 or Unsigned32):
Counter32: 512#011MPLS-L3VYPN-STD-MIB: :mplsL3Vpn¥rfConfHighRteThresh."vr-Mgmt-EXT" = Wrong Type (should
be Gauge32 or Unsigned32): Counter32: 0

PTRAPD 2024-12-08 09:55:57 <UNKNOW UDP: [192

MIB::sysUpTime.0 = Timetic 2738
oMgmt.41.2.0.1#01
:ciscoMgmt.41.1.2.3.1.3.0 =
"PLATF_UPD_FAIL"#011CISC
Ohj=FIB_DATA_TYPE_LDI_LW[p
y ¢ fib_mgr : (PID=4044
8f4b4 S5fc7*"#011CISC

RING: "ROUTING-FIB"#011CISCO-

riciscoMgmt.41.1.
5468, refc=0.

STRING: "FIB platform update failed:
Action=CREATE Pro

0

nmpTrapOID.0 = OID:

1isnmpTrapOID.0 = OID: CISCO-

Cerr=No such file or

07

Alarmes

n
]

Priority

6

Contexto

08

FIM

Contexto



01

Inicio

GTER 53 - LibreNMS

02

Introdugao

03

Contexto

04

Configuragao

05

Uso

06

Integragao

SNMP Traps

SNMPTrapd

raphandle default /opt/librenms/snmptrap.p

Rule rfame

Alert Rule :: B Docs

Import from ~

- Pode criar um
“evento”

- Evento pode ser
consultado nas -
“regras” de alertas

All devices

except in list

OFF
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08
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InfluxDB

Data Explore

s Graph

0244126 210000

cabotelecom
1ibrenns/autogen

newlibre2

_monitoring
_tasks

+ Create Bucket

@ cusTomize

20241:27 2100:00

LT e

20241128 210000

1/1/c18
1/1/c10/1
11/
11/e1
1/1/c17
11/c171
1/1/c18
1/1/c18/1
1/1/c2

20241129 210000

OUTOCTETS
OUTUCASTPKTS

ifInErrors_rate
ifIn0ctets_rate
ifInUcastPkts_rate

ifOutErrors_rate
ifoutOctets_rate
ifOutUcastPkts_rate

®

Data Explorer

4l Graph © CUSTOMIZE

JANAL o

A i g Y MUy e Mg e

200 2024-11.28 21:00:00

Mg sk

2024-11:29 21:00:00 2024.12-0121:00:00 2024-12:02 21:00:00 2024.12:03

~  QUERY BUILDER kﬂun

Query 1(012s) View Raw Data @ © Past7d

Om(DUCKET: “nEwLIDres”)
range(start: v.
filter(fn: (r) "fran")
r(fn: (r) "OUTOCTETS"

er(fn:

@)

(r) =

r["ifName"]

({r with _

(unit:

1s, nonNe

alue

tive:

"1/1/c1/1")
_value «

” 024.12.03 20:1 Upda

< semonseese o s o G s

07
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Contexto

08

FIM

Contexto



Data Explorer

4l Graph & CUSTOMIZE

el I & Y ) Voo i

, W WYY W \n Y W N 1\

R M pptirtn | i A AN i Mg iombasiste \W\«M»&M
2041127210000 2024128210000 2024129210000 2024130210000 2024201210000 20241202210000 20241203

L ch or jump t ctisk +tv 0 » @

Query1(012s) | + = Home > Dashboards > Produgdo > Device_Port Usage - v1 > Edit Discard | [Save

a0

(rom(oucket: “newtiores
|> range(start: v.time
|> filter(fn: (r)
|> filter(fn: (r) = r Device Port Traffic_Bps

Hostname fran~  IfAllas  100-Gig Ethernet v a @ 2024-11-26 23:00:00 to 2024-12-03 00:00:00 UTC ~ ¥ Time series v

|> filter(fn: (r) => r

map(fn: (r) = ({r A :
derivative(unit: 1s = In: 100-Gig Ethemet (fight y-axis) 357 Mbls 806 Mbls 248 Mbls

3500bjs == Out:100-Gig Ethernet (right y-axis) 3.32Gbls 418 Mbls 1.8 Gbls

Contexto

Last Min  Mean

o
(]
g
-
(=
(]
-
=

Configura

Panel options
3Gbfs
Title
250 6bls Device_Po

26bls. Description

150 Gbls
16bls
Transparent
o . 500 Mbfs background
0b/s
270000  1/271200 11280000 1281200 11/2000:00  11/291200  11/3000:00 11/301200  12/010000  12/0112:00  12/0200:00 12/0212:00  12/0300:00

© Query 2 Transform (0 & Aert (0

Datasource () InfluxDB-NewLibre2 v @ > Queryoptions MD =2 3 Query inspector
- Repeat
options

v InBps (nfluxD8-NewLibre2) o0 o
Repeat by
variable

FROM autogen ports WHERE hostname:tag =- [*SHostnameS/ AND IfAliasitag I"SitAliass]  + 3

anel
SELECT fleld({finBits_rate) mean() moving_average(2) +

GROUPBY  time(S_interval) tag(fAllas:tag) +

TIMEZONE  (opt ORDERBY TIME  ascending

LM (s SLIMIT  (optional)

FORMATAS  Time series v | AUAS  In: $tag_ifAlias

GTER 53 - LibreNMS
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Grafana - (cont)

Online Users Per BNG
customoid st hostname:
customoia ast
ustomoldast nostname: 19
customoiaast hostame: soockfomarmt. e

customoidast o

wehddv] B ® Last 24 hours UT

fons Difference

0800 100 1600 1800 2000 o200 0800 0800 0800

Diff Online Users Per BNG (10m )
ustomoiaast hostname

T —

= Trt_Lumen::bbn-rtr-bng-cgn-tonya::1/1
= TrtAngola::bbn-ir-edg-uhura:-100GE0/1/55:100
= Trt_Angola::bbn-rtr-bng-cgn-caruso::1/1/c1/1:100G:
= Trt_Algar::woy-swe-bbe-om_dc-01-hocuspocus:Ed
— Trt_Aloo::cbj-swe-acc-einor:XGIgabitEthemeto/o/
— Trt_Edgeuno:why-swe-bbe-bre-spé-am-obanai:h
= Trt_Lumen::wby-swc-bbc-bre-sp2-dm-
Trt_Globnet::bbn-rtr-bng-cgn-i
-asbr268:
= Trt_Lumen

Lumen::bbn-rtr-bng-

ride::bbn-rir-cor-edg-grievous:

:asbr268323-azz:
Trt_Lumen::bbn-rtr-bng-cgn-omar:
Trt_Lumen::bbn-rtr-bng-

= :asbr268 bgpOY/ce01-sp2:1

= :asbr26s bgpOY/ce01-sp2:vian24:

— Trt Angola::bbn-tr-bng-cgn-caruso:

TrATC
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Grafana - (cont)

L

Home > Dashboards > Prod - Andrez > Devices Graph Links - v1 > View panel ¢ @ @ @ Last5 minutes UTC v

PortErrorOver PortErrorOverPercent 250 IncludingNull Al v (Disabled) DeviceGroup  All v

Panel Title

a0

Contexto

o
Q
o
e
(=
(]
-
=

Configura

sre.device 1d,
C (src.sysiame, ) =, src.hostnane, sne.syskame ) as ssre,
(dstisystiane, ) - . Gt hostuane, dst.sysnane ) 4 dast

. ere_last_polled,
a5t Last_palled 55 dst_Last polled,
dst.icon, ) as dst_icon,
e, Lfoutoctets_rate, 1foutlcastpkes ste, LeOutErosdcastPks_rate,
_rae, ponts statistics.ifindiscands

pont_descr_speed,

* 1000080
) * izeoeazooeaon
) as tfspaed,

SncJoc.1at 15 snc_lat, src_loc.Ing 45 src_lng, dst_loc.Lut s dst_Lst, dst_loc.Ing a5 dst_Lng, sec_loc.locatlon o5 src_locatlon, dst_loc.locatlon a5 dst_locatlon,
ports.iflame s locsl pant name, remote pore

FAon Links Lnrer . " - links fevice td )

Locations a2 dst_loc on ( dst loc.id - st

WIERE protocol 11 ( SLInkType . $Tncludingnull

Spontirrorover on ponts LfOUtErnons rate ) fPertEnrarcven o pants statistics LfInDlscards rste > $poncEmrorover on pors
eplace { replace(*SlevicaType, ", ", *|"), "'~

% ( ¢ SpeviceTyper, "

( $oesicetiane , finclucinguill )
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\O
o
Home > Dashboards > Prod - Andrez > Ge
tatus  All v
10000000000 + 40000000000 + 1
All v
Devices and Links Usage
(=)
Q
g
-
(=)
(]
=
[
[

eviceName

Grafana - (cont)

<

Network Map - v

All v dor  All v DeviceHw

All ~ 0 s Al v Portignored | 0 v PortU

00000 + 400000000000 ~ LinkType | lidp v POTtEorove

Top Link Out Usage

dg-bng-abutre

mpy-cgn-nat-cgn43-
-bbe-ac

rtr-bng-corona

ptile => out-
n

g L
tor_madonna

2 c-Cor-bbc-mewtwo
pere => cbn-rtr-bng-acc-rataro
n-rtr-bbe-sidious.tecnet.com.br

2 ¢
n => wby
cil => wn

be-nightwolf
bbn-rtr-dino

7250 IXR-x + 7750 SR-1 + ASR1002 + ASROK Series + CCR1036-12... +

ortUsageUnder

t 250

t

hacal

03

n
ga-berry
-rtr-roy
bier

1 e H 5

Top Total Link Errors

> bbn-swe-cor-bbe-mewt
bbn: bbc-stallone
> bbn-swe-cor-bbc-vandamme

4

® 1/1/c3/1

Graphs | Real time | Eventiog |

Port Notes

07

Alarmes

08

Contexto

FIM

Contexto



Grafana - ( cont)

Home > Dashboards > Test - Mapas > Map By Net v3 - Huawei Power Suplies > View panel

PowerSuplies 4 v

PoPs [ Devices &

WBY

Home > Dashboards > Test-Mapas > Map Alerts ¢ <& weAddv]| B @ O LastSminutes U

Severty Allv  AedState 1+2+3+4v  Tags  Change:Port:v | AleriName .

Alerts © Alerts, Alerts Summary

18 o
= & ®
x o o o
9 5 o 8
)

e 9 o O
s = 2
© 35 £

(8]

+ timestamp severi 7 name 4 % syshame display 7 hostname 7 name 7
- 2024-12-0509:40:28  warning  Change: Port: cnx-rtr-ger-pe-ar. Device: Down! - RE - MG
2024-12-05081310  warning  Change: Port: Dis... _cnerir-acc-pe-es. Device: Do Due to 1o ICM.
2024-12-05 08:18:09  warning  Change: Port envcolt-mmm-par. Hardare: Power: PSU: Failed
2024-12-050328:47  warning  Change: Port [ — Port: Status: Down - RE - MG
2024-12-03213501  warning  Change: Port bbr-rtr-baby Port: PON: Status: Down - RE
2024-12-0311:46:57  warning  Change: Port:Dis... bbn-rtr-zida Port: Utization: Over Warnin
2024-12-0307:48:30  warning  Change: Port why-swc-bbe-bi Device: Down! - RE - CE
2024-12-021407:0¢  warning  Change: Port 1099.99.33.pe- Device: Down! - RE - SP
2024112912655 waming  Change: Port (none) Device: Rebooted
2041128224736 warning  Change: Port floresteai.st Port:Discards: Cust:Ethernet.
2041128154609 waming  Change: Port Wby-swe-bbe-sgx. Port:Erfors: Ethernet Rate Ov..
20241127 0210:39  warning  Change: Port tec-olt-ace-tec09, Port: PON: Status: Down - RE
20241126 151206 waming  Change: Port SR — : Port: PON: Status: Down - RE
2024-12-0510:0728  warning  Change: Port [rm—— Port: Sensor: Over Upper Crit
2024-12-05 09:40:27  warning  Change: Port cere-ger-pe-far
2024-12.05 08:18:09  warning  Change: Port cnicolt-mmm-par.
2024-12-050721:37  waming  Change: Port: Ena... wby-swe-bbc-iga
2024-12-05 01:24:27  warming  Change: Port: Ena... wby-swc-bbc-om.
2024-12-0410:3924  warning  Change: Port: Ena... mpy-swe-ace-w2.
2024-12-04 17061 warning  Change: Port: Ena... wnt-swe-bbe-mc

Critical
2024-12:04 06:22:31  warning  Change: Port: Ena... bbn-rtr-bng-cgn-

GTER 53 - LibreNMS




Name Rule

Devices up/down macros.device_down

Device Down! Due to no
ICMP response.

macros.device_down & devices.status_reason

Device Down (SNMP
unreachable)

macros.device_down = "1" && devices.status_reason =

Device rebooted devices.uptime < "300" && macros.device =

BGP Session down bgpPeers.bgpPeerState stablished" &8 macros.device_up

bgpPeers.bgpPeeradminStatus != "stop"

1S1S Adjacency down isis_adjacencies.isisISAdiState = "down" AND (companent.type = "ISIS" AND

(component.ignore = 0 AND component.disabled = 0)) AND macros.device_up = 1

BGP Session established bgpPeers.bgpPeerFsmEstablishedTime < "300" && bgpPeers.bgpPeerState = "established"

& macros.device_up = "1"

Port status up/down macros.port_down ="

Ping Latency devices.last_ping_timetaken > "10"

Port utilisation over
threshald

A ne « < - 23|45 > |»
B Alociswny .
|l statistics

macros.port_usage_perc >= "80" && macros.port_up

@ rorts R Health T wireles:

o
s
o
=
K]
j =
-
=

Name Transports y Status Enabled  Action

001teste_macro 1764 Automation  No Alerts
Parkway, San

Jose, CA, USA

B Scheduled Maintenance
B Alert Templates

BNG: Low PPPGE Sessions Num - spe-roteador- All Messages - R Alert Transports

SPC-Furnas-alex b mas-alex  Default

Change: Device: New Device All Devices NOC a ic rted > Warning

Interval: 600

Change: Location Changed All Devices All Messages - Ma eventiog.type = "system" AND eventiog.message LIKE ‘Location: %'
Default Delay: 0 AND eventiog.datetime > DATE_SUB(NOW(),INTERVAL 24 Hour)

Interval: 300

Change: Port: Disabled EXCEPT cbn-voz- All Messages - Max: 1
srv-phx-uniq Default Delay: 0

Interval: 600

ports.ifAdminStatus = "down" AND ports. ifAdminStatus. Warning
AND macros.device_up =1 AND devi

EXGEPT cbn-voz- All Messages -
srv-pbi-uniq Default

ports.ifidminStatus = up* AND ports.ifAdminStatus_prev = ‘down”  Warning
AND macros.device_up =1 AND devices.snmp_disable = 0

Device: Sensor has Al Devices

GTER 53 - LibreNMS

been deleted

Device: Down! - RE - BA

All Messages -
Default

RE - BA

eventiog.message REGEXP "Deleted” AND eventiog.datetime >=
DATE_SUB(NOW(),INTERVAL 24 Hour) AND devices.snmp_disable = 0

macros.device_down =1 AND devices.last_polled >=
DATE_SUB(NOW(), INTERVAL 12 Hour)

Warning

Critical




Alert Rule :: B Docs
Main  Advanced

Rule name | BGP Session down Alert Rule :: B Docs

Import from + ‘
P | + Add rule © Ac NV ETEFIENIES]

bgpPeers.bgpPeerState v ‘ not equal
e —— Query SELECT * FROM devices WHERE (devices.device_id = ?) AND (devices.status = & &&
bgpPeers.bgpPeeradminStatus ¥ l not equal (devices.disabled = & &% devices.ignore = 8)) 1 AND (devices.hardware LIKE

| "%VMware®%' OR devices.hardware LIKE ‘%oVirt%' OR devices.hardware LIKE ‘%QEMU%' OR
Hstop devices.hardware LIKE ‘%PowerEdge%’ OR devices.os LIKE ‘¥proxmox%' OR devices.os LIKE
"%Linux%' OR devices.os LIKE ‘%pfSenseX' OR devices.os LIKE ‘%FreeBSD%') AND
— devices.status_reason = “"icmp™ AND devices.last_polled >= DATE_SUB(NOW(),INTERVAL 12
Severity | Warning V‘ Hour)

Override SQL OFF

Max alerts Delay‘ im Intewal‘ sm

Mute alerts Invert rule match ‘ OFF |

Recovery alerts Acknowledgement alerts T

Match devices,
groups and
locations list

All devices
except in list

Procedure URL




Alert Template :: B Docs

Template name

BGP Sessions.

Template

<b>{{ $alert->title }}</b>
**% (b>@Lf ($alert->name) {{ $alert->name }} @else {{ $alert->rule }} @endif</b> :: <b>{{ $alert-
>severity }}</b> *¥*

Device: *** <b>{{ $alert->sysName }}</b> ***
( http://192 8/device/device={{ $alert->device_id }}/alerts )

Location: <b>{{ $alert->location }}</b>
Timestamp: [{{ $alert->timestamp }}] :: Duration: <b>{{ $alert->elapsed }}</b>

@Lf ($alert->faults)

@foreach ($alert->faults as $key => $value)

¥l

|Fault: #{{ $key }}:

-

|| Peer: <b>{{ $value['astext'] }}</b>

[l 1IP: <b>{{ $value[ bgpPeerIdentifier’] }}</b>

|| ASs: <b>{{ $value[ 'bgpPeerRemoteds"] }}</b>

|| EstTime: <b>{{ $value['bgpPeerFsmEstablishedTime'] }}</b>
|| State: {{ $value['bgpPeerState’] }}

|| LastError: {{ $value['bgpPeerLastError'] }}

|| Mmap: https://maps.google.com/2q={{ \App\todels\Location::find($value['location_id'])->1lat }},{{
App\tlodels\Location::find($value[ location_id'])->1ng }}
LS

-

@endforeach
@endif

Attach template to rules

ng: BGP: Session Up |

‘ Device: {{ $alert->sysName }} - @if ($alert->name) {{ $alert->name }} @else {{ falert->rule }} @endif

Recovery title

(2]
=
=z
[
=
Q
—
'
(3]
n
5 ‘ Device: {{ $alert->sysName }} - @if ($alert->name) {{ $alert->name }} @else {{ $alert->rule }} @endif
=
(O]
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Alert Transport :: Docs =]

Transport name:

Transport type:

Default Alert:

API Method:

API URL:

Options:

headers:

Auth Username:

Auth Password:

Enter the options (format: option=value separated by new lines)

Enter the headers (format: option=value separated by new lines)

Enter the body {(only used by PUT/POST method, discarded GET)

Transpart type:

Default Alert:

API Method:

APT URL:

Options:

headers:

Auth Username:

Auth Passwaord:

API

Alerta

Alert Manager
Alertops

API

Browser Push
Canopsis

Cisco Webex Teams
Clickatell

Elasticsearch

Gitlab

Google Chat

Gotify

Grafana Oncall
HipChat

Hue

IBM ©On Call Manager
IRC

Jira

Alert Transport Groups :: Docs B

‘ Atengéo

[»x Durmmy: NofAIerts] [ % Telegram: @LibreAlMonbot - Mon - Vuz]

[  Telegram: @LibreAlMonbot -TEsteBOT-PortU |
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Timestamp

Rule

Hostname

I Q ‘ disable

e

Location

Notes

Details

2024-12-07
16:31:32

2024-12-07
16:31:31

2024-12-07
16:29:53

2024-12-07
15:41:10

2024-12-07
14:01:41

2024-12-07
11:09:37

2024-12-07
10:56:04

Port: Monitoring: Up with
Alerts Disabled!

Change: Port: Disabled

Port: Monitoring: Up with
Alerts Disabled!
Port: Monitoring: Up with
Alerts Disabled!

Port: Monitoring: Up with
Alerts Disabled!
Port: Monitoring: Up with
Alerts Disabled!
Port: Monitoring: Up with
Alerts Disabled!

way-swc-acc-switch_matuck

way-swc-acc-switch_matuck
#1: TrairTC83Max; network - TrAirTC83Max;

tec-olt-acc-tec07-bom_jardim

tec-rtr-acc-fla-msj-01

#1: Ether3-UPLINK-SW-GE0/0/11; network - ether3-UPLINK-SW-
GED/0/11;

#2: Ether4-UPLINK-SW-GE0/0/12; network - etherd-UPLINK-SW-
GE0/0/12;

out-olt-acc-majin-boo

out-olt-acc-mosco

cnx-olt-acc-zte-lra-03

Matuck - Tres_Coracoes/MG-BR - [-21.
Matuck - Tres_Coracoes/MG-BR - [-21.

POP_BOM_JARDIM- Fortaleza/CE-BR - [-3,
-38. il

POP_MESSEJANA - Fortaleza/C|
[~35 ;=384

Escritoge’~ Porto_Seguro/BA-BR -
o 17,-39.1 ]

Pousada-Mirante - Arraial_D'ajuda/BA-BR -
[-16. 14, -39, 5]
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