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Relevancia do Wi-Fi

Aumento significativo nos ultimos 5 anos:

- Forca de trabalho hibrida (home/office)

- Wifi no escritério mandatorio, sem posicdes de trabalho fixas
- Uso massivo de colaboracdo online / video conferéncia

- Demanda por banda corporativa aumentou 52% em 5 anos
Em resumo:

- Mais densidade / cobertura / banda / concorréncia

- Menor laténcia / jitter



Cenario Atual & Futuro

WiFi Market Forecast by Standard, 2019-2027
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Fonte: https.//iotbusinessnews.com/2022/08/09/48205-new-wifi-6e-and-wifi-7-standards-market-and-applications/ c



Conceitos
Wi-Fi
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Constraints da Tecnologia

- Meio Compartilhado

- Half Duplex

- CSMA-CA

- Banda = Largura do Canal + Streams + SNR



Concorréncia & Contencao

Data Rates <> Throughput real
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Concorréncia & Contencao

# Clientes x Throughput




Concorréncia & Contencao

Advertised AP data rates are only half the equation!

Examples: What 1 AP can support with clients at -67 dBm, 5 GHz, 20 MHz

*Note: 75-80% airtime utilization is maximum, 100% not achievable due to overhead

3SS Laptops 3 Mbps (ea)
34 Laptops, 77% total airtime utilization

2SS Tablets 3 Mbps (ea)
21 Tablets, 75% total airtime utilization

1SS Smartphones 3 Mbps (ea)

% 10 Smartphones, 77% total airtime utilization
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Concorréncia & Contencao

VHTS80 (1 AP)

100 clients — 1x1:1

Data Rate: 433Mbps

Aggregate Throughput: 80Mbps
Per-client Throughput: 0.8 Mbps

VHT40 (2 APs)
100 clients — 1x1:1
300Mbps VngSJii‘;“ Data Rate: 200Mbps
Aggregate Throughput: 175Mbps
Fathags Per-client Throughput: 1.75Mbps
200Mbps
LU0 =0l VHT20 (4 APs)
100Mbps —_— 100 clients — 1x1:1
$0Mbps Data Rate: 87Mbps
Aggregate Throughput: 220Mbps
fNbps Per-client Throughput: 2.2Mbps
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- Wi-Fi & Non-Wi-Fi

- SSIDs

- Co-Channel

Interferéncia



SSID Overhead

Interferéncia

[ Amount of Overhead: | [ 0-10% Low [ 10-20% Medium | 20-50% High >50% Very High
1 3.22% 6.45% 9.67% 12.90% 16.12% 19.35% 2257% 25.80% 29.02% 32.25%
2 6.45% 12.90% 19.35% 25.80% 32.25% 38.70% 45.14% 51.59% 58.04% 64.49%
3 9.67% 19.35% 29.02% 38.70% 48.37% 58.04% 67.72% 77.39% 87.06% 96.74%
4 12.90% 25.80% 38.70% 51.59% 64.49% 77.39% 90.29% 100.00% 100.00% 100.00%
5 16.12% 32.25% 48.37% 64.49% 80.62% 96.74% 100.00% 100.00% 100.00% 100.00%
6 19.35% 38.70% 58.04% 77.39% 96.74% 100.00% 100.00% 100.00% 100.00% 100.00%
[ 4 2257% 45.14% 67.72% 90.29% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
8 25.80% 51.59% 77.39% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
9 29.02% 58.04% 87.06% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
10 32.25% 54.49% 96.74% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
11 35.47% 70.94% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
12 38.70% 77.39% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%

http.//bit.ly/wifissidoverhead E




Interferéncia
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Cobertura / Sinal
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Cobertura / Sinal
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Airtime / Utilization

Total de Utilizacao do Canal
Interferéncia - # de SSIDs, Co-Channel, % Interf.
Trafego

Clientes por AP/Radio



Airtime / Utilization

TOP 5 APs by Channel Util. on 5.0 Ghz TOP 5 APs by Channel Util. on 2.4 Ghz
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Airtime / Utilization

5.0 Ghz - Trafego Wifi
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Airtime / Utilization

TOP 5 APs by % Interference on 5.0 Ghz
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Airtime / Utilization

Top 5 APs/Radios por # Clientes Clientes por AP - TOP 5

AP Name 7 Radio §7 Channel 57 # Of Clients 57 90
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- SNR

- Poor Clients

- Data Rates

Cobertura



TOP 5 APs by SNR on 5.0 Ghz
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TOP 5 APs by SNR on 2.4 Ghz
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Cobertura

% Distribution - Clients by Data Rates
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Clientes

Clientes por AP/Radio
Por SSID, Data-Rate, etc

Banda, Canal, etc

Excessive Roaming, Desconexdes, Retrans, etc



Overal AP Health Score (now)
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- UP/Down, Reboots, Registro

- POE

- CPU, MEM, Load

Infra



[ AP Status

D APs Down

TOP 5 - CPU
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Associacao

Autenticacao

DHCP

DNS

Outros eventos Wi-Fi

Eventos



Eventos

Event Log (5m bucket)
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== DHCP-ACK == DHCP-DISCOVER == DHCP-INFORM == DHCP-OFFER == DHCP-REQUEST == DHCP-no-response == DHCP-self-assigned-IP == DNS-no-resp == DNS-server-failure == FT-auth-req == FT-auth-resp == FT-reassoc-req == FT-reassoc-resp == WPA-1/4-key-msg == WPA-2/4-key-msg == WPA-3/4-key-msg

= WPA-4/4-key-msg assoc-req == assoc-resp == auth-req == auth-resp == client-authentication == client-deauthentication == client-denial == client-disconnected-by-wtp == client-idle == client-ip-detected == client-leave-wtp == deauth == disassoc == key-reinstall-attack-FT-reassoc == reassoc-req == reassoc-resp



Perguntas??



